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BACKGROUND 

From our reading of the draft NIST SP 800-171, it is our understanding that this NIST draft; the NARA CUI 
Registry; a proposed NARA “federal CUI rule”; a proposed Code of Federal Regulations (32 CFR Part 2002); and 
a proposed “single Federal Acquisition Regulation” (FAR) are a collaborative response to satisfy the requirements 
of President Obama’s 9 Nov 2010 Executive Order 13556 “Controlled Unclassified Information”.  

Comment: It is unfortunate that the scope and content of the proposed CUI rule, CFR and FAR have not 
been released to the public to facilitate a more comprehensive and effective review of NIST SP 
800-171.  

Our comments on the draft NIST SP 800-171 are focused on how the NIST draft and the NARA initiatives are 
being designed to collaboratively satisfy the original EO 13556 requirements:  

“At present, executive, departments and agencies … employ ad hoc, agency-specific policies, procedures, and 
markings to safeguard and control this information, such as information that involves privacy, security, proprietary 
business interests, and law enforcement investigations. This inefficient, confusing patchwork has resulted in 
inconsistent marking and safeguarding of documents, led to unclear or unnecessary restrictive dissemination policies 
and created impediments to authorized information sharing. The fact that these agency specific policies are often 
hidden from the public view has only aggravated these issues. 

The NARA CUI Registry FAQ page also summarizes this major deficiency:  
“Why is this all necessary?” -- There are currently over 100 different ways of characterizing SBU information. 
Additionally, there is no common definition, and no common protocols describing under what circumstances a 
document should be marked, under what circumstances a document should no longer be considered SBU, and what 
procedures should be followed for properly safeguarding or disseminating SBU information. As a result of this lack of 
clarity concerning SBU, information is inconsistently marked, without any common definitions related to these ad hoc 
markings. CUI reform is designed to address these deficiencies, in that it will provide a common definition and 
standardize processes and procedures. 

Given the EO 13556 requirements, it was expected that the scope and intent of SP 800-171 would have stated 
something like the following:   

“Providing federal agencies with recommended requirements for protecting the confidentiality of information which 
these federal agencies have categorized and labeled or otherwise marked as being Controlled Unclassified 
Information (CUI), when such information resides in nonfederal information systems and organizations. ….”.      

However, the draft SP 800-171 Abstract states: 

“This publication provides federal agencies with recommended requirements for protecting the confidentiality of 
Controlled Unclassified Information (CUI) as defined by Executive Order 13556, when such information resides in 
nonfederal information systems and organizations. …” 
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Comment: The EO 13556 high-level definition does not provide federal or non-federal users of SP 800-171 
with practical definitions of CUI information types and sensitivity levels that SP 800-171 is 
intended to address.  

Regarding the development of the proposed CUI rule, SP 800-171 states: 
“The federal CUI rule, developed by the CUI Executive Agent [NARA], provides guidance to federal agencies on the 
designation, safeguarding, dissemination, marking, decontrolling, and disposition of CUI …” 

Comment: Reviewers of NIST SP 800-171 should be provided access to the draft of the federal CUI rule 
being referred to in SP 800-171.  

The SP 800-171 Abstract also states: 
“The requirements apply to (i) nonfederal information systems that are beyond the scope of … FISMA; and all 
components of nonfederal systems that process, store or transmit CUI.” 

This statement clearly states that non-federal organizations will be required to comply with SP 800-171.  

Comment: Given that the required standard CUI policies, procedures and markings within the federal 
government are not yet in place, compliance will be a challenge for external non-federal 
organizations (i.e. the users of SP 800-171) that do unclassified business with US Government 
organizations.   

Some non-federal organizations (service providers) are also required to protect confidentiality, integrity and 
availability of unclassified sensitive information in accordance with FedRAMP LOW or MODERATE security 
baselines (SP 800-53 based).   

Comment: The draft SP 800-171 is introducing an additional MODERATE level security controls baseline 
(SP 800-53 based) for protecting confidentiality of CUI by non-federal organizations. SP 800-
171 does not indicate which of the two MODERATE security control baselines would take 
precedence if there are conflicting control requirements? 

CUI INFORMATION TYPES - REGISTRIES 

The NARA Registry and the NIST SP 800-60 Volume II both address “sensitive but unclassified information” (now 
to be known as “controlled unclassified information”) and it is understood that these documents will be used by 
both federal and non-federal users for identifying CUI.   

Comment: No guidance is provided on how these two guidance documents will be used to complement 
each other or what to do if there are conflicts.  

Comment: Neither the NARA Registry nor NIST SP 800-60 Volume II are addressing the EO 13556 
requirement for a government-wide policy and resulting procedures for implementing a 
standard labeling or marking scheme for Controlled Unclassified Information within the US 
federal government.   

The NIST SP 800-60 catalogue of CUI information types provides (Low, Moderate, High) “impact level” FIPS 199 
based “security categories” (Confidentially, Integrity, Availability) for information types in 23 mission-based CUI 
sub-categories, in 8 Services Delivery Support CUI sub-categories and in 5 Resource Management CUI sub-
categories.   

Comment: The NARA registry of CUI information types does not provide any “impact level” FIPS 199 
related guidance nor any standard CUI “markings” (“PLACEHOLDER” is recorded in all 
“Marking” fields of NARA registry). The NARA Registry is not as comprehensive and could be 
considered a sub-set of the much larger NIST registry of CUI information types. 

A footnote in SP 8001-171 states that “information types in NIST SP 800-60 are being updated to ensure 
consistency with the … NARA … CUI Registry”.  

Comment: Having two registries of CUI will likely be problematic to both federal and non-federal users. It 
would probably be more effective if the NARA CUI registry was retired and all CUI “information 
types” incorporated into the SP 800-60 volume II. 

NIST SP 800-171 

The NIST SP 800-171 draft standard is intended to provide CUI protection guidance to organizations external to 
the US Federal government (i.e. “nonfederal” organizations). However, the major EO 13556 requirements are 
related to the need for standardized  “policies, procedures, and markings” for sharing of CUI within the US 
Federal Government which is not addressed or anticipated in the draft NIST standard. 

SP 800-171 states that it provides guidance “for the protection of CUI at the moderate confidentiality impact level”.  

Comment: Standard security marking labels are not yet defined. Thus, such standard markings are not yet 
required to be applied by US government CUI information owners to information assets 
belonging to “information types” listed in the NARA CUI or SP 800-60 Voll II registries. Non-
federal organizations receiving such shared information may be required to perform their own 



 3

security categorization “impact tests” for NARA CUI “information types” using FIPS 199, SP 
800-60 and other TBD guidance in order to determine if the “confidentiality impact level” is 
“moderate” and SP 800-171 compliance is required. This categorization responsibility should 
not be shifted from the federal government information owners to non-federal organizations.  

The SP 800-171 “Requirements” section includes a box labeled “Cost-Effective and Efficient Implementation 
of CUI Requirements” with the following statement: 

  “…Isolating CUI into its own security domain by applying architecture design principles may be the most 
cost-effective and efficient way for a nonfederal organization to satisfy the security requirements and 
protect the confidentiality of CUI. …” 

Comment: Many non-federal organizations are using ISO 27002, SP 800-53, SANS Top 20, PCI DSS or 
other control catalogues in their continuous security improvement programs. Many have 
implemented effective defense-in-depth security domain based architectures based on the 
need to protect the confidentiality of their own business sensitive information (such as 
information labeled Company-Proprietary, Company-Confidential etc …). If the intent of the 
above SP 800-171 statement is to require non-federal organizations to not allow any CUI 
information to be stored or processed in a domain that is also used for “Company-Confidential”, 
the solution will not be cost-effective for such non-federal organizations.  

SP 800-171 does not acknowledge that some “nonfederal” organizations may be participants in other security 
assurance compliancy schemes for protection of sensitive information. (i.e. ISO 27002:2013;  FedRamp;  
Payment Card Industry DSS;  Cloud Security Alliance; Controlled Goods Program;  HIPAA; SANS Top 20 Critical 
Security Controls; industrial security programs of allied nations … and others).  

Comment: Compliancy requirements to SP 800-53 security controls included in SP 800-171 should also 
leverage and recognize results of other recognized information security schemes. 

OTHER JURISDICTIONS  

The NARA Registry includes NATO-Unclassified and NATO-Restricted in the listing of CUI information types. 
These two items are not information types. They are security labels or markings that are applied to two levels of 
sensitivity for a large number of SBU information types within the NATO alliance.  

Comment: Once the federal government puts in place the needed internal policies and procedures for 
marking CUI, the federal CUI labels could be mapped to equivalent security labels used by 
NATO, allies, and non-federal organizations to facilitate sharing of sensitive but unclassified 
information. 

Within the Canadian federal government, for such sensitive but unclassified information (aka “Designated 
Information”) there is standard scheme based on use of confidentiality labels: Protected-A, Protected-B and 
Protected-C. These three confidentiality marking labels are based on use of (Low, Moderate, High) “injury tests” 
for the security categorizing of unclassified information. These “injury tests” are very similar to the “impact tests” 
used in the US FIPS 199, and SP 800-60 volume II.  

Comment: The US Government should consider introducing a standard security marking scheme similar to 
approach being used in allied governments for security categorizing and confidentiality marking 
of federal CUI. A standard security categorization and marking scheme for US CUI could be 
based on the confidentiality (Low, Moderate, High) “impact tests” required by FIPS 199. To 
implement such an approach across the US Government may only require an amendment to 
either FIPS 199 or FIPS 200 (and perhaps SP 800-60) to introduce the use of 3 standard CUI 
marking labels (such as: CUI-L, CUI-M and CUI-H; or 3 other meaningful labels).  

WRAPUP - CONCLUSIONS 

Recommend that the finalization of NIST SP 800-171 be delayed until standard policies, procedures, and 
markings to safeguard and control CUI have been implemented within the US Government.  

 

Yours sincerely, 

 

 

 

 

William Dziadyk, P.Eng. 

President 
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