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Office of the Superintendent of Financial Institutions (OSFI) – Cyber Security Self-Assessment (SA) Guidance  
Security Standards Compliance -- Trend Micro Products (Deep Discovery Inspector, Deep Security and SecureCloud)  

References: A. Office of the Superintendent of Financial Institutions (OSFI), Cyber Security Self-Assessment Guidance, Oct 2013 
 B. ISO / IEC 27002 Information Technology – Security Techniques – Code of Practice for Information Security Controls, Edition 2, 1 Oct 2013 
 C. ISO / IEC 15408 Common Criteria for Information Technology Security Evaluation, Ver. 3.1, Rev 4, Sep 2012 
 D. Security Standards Compliance: ISO / IEC 27002 and Trend Micro Product (Deep Discovery Inspector, Deep Security and SeureCloud), whitepaper 

prepared by BD Pro, Version 1.0, Feb 2015 
 E. Security Standards Compliance: NIST SP 800-53 Release 4 and Trend Micro Product (Deep Discovery Inspector, Deep Security and SeureCloud), 

whitepaper prepared by BD Pro, Version 2.0, Feb 2015 
The Government of Canada Office of the Superintendent of Financial Institutions (OSFI) Cyber Security Self-Assessment (SA) template sets out desirable 
properties and characteristics of cyber security practices that should be considered by Federally Regulated Financial Institutions (FRFIs) when assessing the 
adequacy of its cyber security framework and when planning improvements to its security risk management framework.  FRFIs are encouraged to use this OFSI-
SA guide to determine and baseline the current state of their cyber security practices and improve them in the context of an enterprise-wide continuous security 
improvement program. 
This document provides details of how the Trend Micro products Deep Discovery Inspector (DDI) v3.7, Deep Security v9.5 and SecureCloud v3.7 help Canadian 
FRFIs satisfy the requirements of OFSI-SA, at both the application/system enterprise level and as security features specific to the products, such as product 
access controls, audit capability, etc. The appropriate context of each compliancy statement is indicated: “E” - how the Trend Micro products help satisfy the 
Enterprise level security requirements; and “P” - how the Trend Micro products satisfy the Product level security requirements.  The product-specific compliancy 
details are needed by managers, security systems engineers and risk analysts in order that they may select and architect cost-effective secure solutions that will 
protect their Enterprise systems and sensitive information assets from the modern hostile threat environment. The “P” context compliancy statements include 
those related to the SFRs and SARs1 used in the most recent ISO 15408 Common Criteria evaluations: Deep Discovery Inspector v3.1 – EAL2 2;  and Deep 
Security v9.5 -- EAL2 evaluation in progress3. The Common Criteria validation ensures that these products have been methodically designed, tested and 
reviewed by fully qualified Canadian and US government certified laboratories. The OSFI-SA compliancy analysis also recognized that SecureCloud 
cryptographic capabilities were developed using FIPS 140-2 Level 2 validated libraries4. 
Many of the OSFI-SA cyber security controls address the need for organizations to detect and effectively respond to security incidents including those related to 
advanced persistent threats. The standard provides a foundation of security controls for incorporating into an organization’s overall security requirements 
baseline for mitigating risk and improving systems and application security in their physical and virtualized environments. FRFIs using this standard also have 
obligations to be able to demonstrate compliance in the context of their own continuous improvement program in the constantly changing modern threat 
environment. From a security product vendor’s viewpoint, there is also a need to clearly demonstrate to such users of their products, how their products will, help 
satisfy the OSFI-SA enterprise and product specific security requirements.  
Virtualized servers and cloud computing environments, are being implemented by FRFIs and by their Cloud Service Providers. They face many of the same 
security challenges as their physical counterparts and additionally have to contend with a number of security concerns specific to the virtual environment such as: 
inter VM traffic, resource contention, blurring of system and network security boundaries, mixed trust levels, security zoning, and separation of duties. In 
particular, organizations need to specifically protect their sensitive information assets in the virtualized multi-tenant cloud environment where the physical storage 
locations are unknown to them and distributed across the cloud.  

                                                 
1 The CC evaluation Security Targets also included Trend Micro product specific Security Functional Requirements (SFRs) and Security Assurance Requirements (SARs) related to 

Intrusion Detection and Anti-Malware.  
2 Deep Discovery Inspector v 3.1 CC Certification Report 283-4-252-CR, CSEC, dated 21 Jan 2014. 
3 The current Common Criteria evaluation of Deep Security v9.5 is an update to the earlier evaluations to EAL4+ for Deep Security v7.5 SP2 (Certification Report #383-4-152)  and 

for Deep Security v8.0 SP1 (Maintenance Report # 383-7-79-MR). 
4 SecureCloud utilizes FIPS 140-2 Level 2 Certified, Validation Number 1123:Cryptographic Libraries 
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Deep Discovery Inspector’s combined functionality of Virtual Analysis (sandbox threat behavior simulation), Advanced Threat Scans, and APT Detection has 
been certified to the ISO 15408 Common Criteria EAL2 level. The primary Deep Discovery Inspector modules include:  

 Management Console, provides a built-in online management console through which users can view system status, configure threat detection, configure and view logs, run 
reports, administer Deep Discovery Inspector, and obtain help. 

 Virtual Analyzer, provides a virtualized environment where untrusted files can be safely inspected. 
 Network Content Correlation Engine is a module that implements rules or policies defined by Trend Micro. Trend Micro regularly updates these rules after analyzing the 

patterns and trends that new and modified viruses exhibit. 
 Advance Threat Scan Engine is a file-based detection-scanning engine that has true file type, multi-packed files, and IntelliTrap detection. The scan engine performs the 

actual scanning across the network and uses a virus pattern file to analyze the files passing through the network. The virus pattern file contains binary patterns of known 
viruses. Trend Micro regularly releases new virus pattern files when new threats are detected. 

 Network Virus Scan uses a combination of patterns and heuristics to proactively detect network viruses. It monitors network packets and triggers events that can indicate 
an attack against a network. It can also scan traffic in specific network segments. 

 Network Content Inspection Engine is a module used to scan the content passing through the network layer.  
The Deep Security product provides, in both virtualized and physical environments, the combined functionality of a Common Criteria EAL2 validated Firewall, 
Anti-Virus, Deep Packet Inspection, Integrity Monitoring, Log Inspection, Role Based Access Control (RBAC) and support for multi-tenant virtual environments. 
The primary Deep Security modules include:  

 Deep Security Manager is a centralized Web-based management console which administrators use to configure security policy and deploy protection to the enforcement 
components: the Deep Security Virtual Appliance and the Deep Security Agent.

 Firewall Module centralizes management of server firewall policy using a bidirectional stateful firewall. Supports virtual machine zoning and prevents denial of service 
attacks. Provides broad coverage for all IP-based protocols and frame types as well as fine-grained filtering for ports and IP and MAC addresses.

 Anti-malware Module provides both real-time and on-demand protection against file-based threats, including threats commonly referred to as malware, viruses, Trojans, 
and spyware. To identify threats, Anti-Malware checks files against a comprehensive threat database, portions of which are hosted on servers or kept locally as updatable 
patterns. Anti-Malware also checks files for certain characteristics, such as compression and known exploit code. To address threats, Anti-Malware selectively performs 
actions that contain and remove the threats while minimizing system impact. Anti-Malware can clean, delete, or quarantine malicious files. It can also terminate processes 
and delete other system objects that are associated with identified threats. 

 Recommendation Scans identifies known vulnerabilities. The operation scans the operating system and also installed applications. Recommendation Scans automate 
scanning of systems and patch levels against the latest Critical Vulnerability and Exposure (CVE) database, to automatically apply Deep Security signatures, engines, 
patterns, and rules/filters to detect/prevent exploitation of these vulnerabilities and to produce audit logs and reports which can be used to support a continuous monitoring 
program or audits. 

 Integrity Monitoring Module detects and reports malicious and unexpected changes to files and systems registry in real time, and is available in agentless form factor. 
Provides administrators with the ability to track both authorized and unauthorized changes made to the instance. The ability to detect unauthorized changes is a critical 
component in a cloud security strategy as it provides the visibility into changes that could indicate the compromise of an instance.

 Log Inspection Module provides visibility into important security events buried in log files. Optimizes the identification of important security events buried in multiple log 
entries across the data center. Forwards suspicious events to a SIEM system or centralized logging server for correlation, reporting and archiving. Leverages and 
enhances open-source software available at OSSEC.

 Intrusion Prevention Module is both an Intrusion Detections System (IDS) and an Intrusion Prevention System (IPS) which protects computers from being exploited by 
attacks against known and zero-day vulnerability attacks as well as against SQL injections attacks, cross-site scripting attacks, and other web application vulnerabilities. 
Shields vulnerabilities until code fixes can be completed. It identifies malicious software accessing the network and increases visibility into, or control over, applications 
accessing the network. Intrusion Prevention prevents attacks by detecting malicious instructions in network traffic and dropping relevant packets.

 Web Reputation Module protects against web threats by blocking access to malicious URLs. Deep Security uses Trend Micro's Web security databases from Smart 
Protection Network sources to check the reputation of Web sites that users are attempting to access. The Web site's reputation is correlated with the specific Web 
reputation policy enforced on the computer. Depending on the Web Reputation Security Level being enforced, Deep Security will either block or allow access to the URL.
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SecureCloud provides FIPS 140-2 full disk encryption either in the virtualized or physical environments, and has been specifically designed to assist in a multi 
tenancy Cloud environment to ensure that each tenant’s data is isolated, using cryptography and cryptographic keys unique to each tenant.  
These three products and other Trend Micro web services can be integrated into various enterprise architectures to effectively minimize the organization’s 
cyber security risks. Such Trend Micro web services include: 

 Control Manager provides a centralized management function for Deep Discovery Inspector (and other Trend Micro products). 
 Smart Protection Network provides a URL and file reputation rating service.
 TrendLabs is a global network of research, development, and action centers committed to 24x7 threat surveillance, attack prevention, and timely and seamless solutions 

delivery. Serving as the backbone of the Trend Micro service infrastructure, TrendLabs is staffed by a team of several hundred engineers and certified support personnel 
that provide a wide range of product and technical support services.

 Threat Management Services provides organizations with an effective way to discover, mitigate, and manage stealthy and zero-day internal threats. Threat Management 
Services brings together security experts and a host of solutions to provide ongoing security services. These services ensure timely and efficient responses to threats, 
identify security gaps that leave the network vulnerable to threats, help minimize data loss, significantly reduce damage containment costs, and simplify the maintenance of 
network security. 

 Threat Management Service Portal is an on premise or hosted service which receives logs and data from registered products (DDI) and creates reports to enable product 
users to respond to threats in a timely manner and receive up-to-date information about the latest and emerging threats.

 Threat Connect correlates suspicious objects detected in the organizations environment and threat data from the Trend Micro Smart Protection Network. By providing on-
demand access to Trend Micro intelligence databases, Threat Connect enables an organization to identify and investigate potential threats to their environment.

 Mobile App Reputation Services (MARS) collects data about detected threats in mobile devices. Mobile App Reputation Service is an advanced sandbox environment that 
analyzes mobile app runtime behavior to detect privacy leaks, repacked mobile apps, third-party advertisement SDKs, vulnerabilities, and app categories.

 Threat Mitigator receives mitigation requests from Deep Discovery Inspector after a threat is detected. Threat Mitigator then notifies the Threat Management Agent installed 
on a host to run a mitigation task. 

 Mitigation (Module) Devices performs threat cleanup activities on network endpoints.
Financial Institutions, which use either the ISO / IEC 27002 standard or the NIST SP 800-53 standard in their enterprise-wide cyber security risk management 
programs, can also leverage the referenced whitepapers which address Trend Micro products’ compliancy to these two international standards.
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1 Organization and Resources 
 

1.3  Organization and Resources 
The FRFI has a centrally managed group of cyber 
security specialists that is responsible for threat 
intelligence, threat management and incident 
response. 

 
 
1.4 Organization and Resources 
The FRFI provides 24/7 identification and response 
capabilities for the management of cyber security. 

   E 
 
 
 
 
 
   E 

The Trend Micro products Deep Discovery Inspector and Deep Security can assist a centrally managed group of cyber security 
specialists to collect and collate, in an automated fashion, threat intelligence and carry out threat management and incident 
response activities through various components of the products and integration with other Trend Micro services. 
Deep Discovery Inspector provides a view and correlation of threat intelligence information through the use of the Control Manager, 
Threat Connect, the Smart Protection Network, and the Threat Management Services Portal. These services and components 
provide an internal and external organizational-wide view of Malicious Content, Malicious Behavior, Suspicious Behavior, Exploits, 
Grayware, Web Reputation, and Disruptive Applications indicating attacks, which might otherwise be unseen, within Advanced 
Persistent Threats (APT's) 
Deep Discovery Inspector integration with the Threat Management Services provides organizations with an effective way to 
discover, mitigate, and manage stealthy and zero-day internal threats. Threat Management Services brings together security 
experts and a host of solutions to provide ongoing security services. These services ensure timely and efficient responses to threats, 
identify security gaps that can leave the network vulnerable to threats, help minimize data loss, significantly reduce damage 
containment costs, and simplify the maintenance of network security. Threat Management Services combines years of Trend Micro 
network security intelligence and in-the-cloud servers that are part of Trend Micro Smart Protection Network to identify and respond 
to next-generation threats. 
The centralized incident handling capabilities of the Virtual Analyzer can assist with threat management and incident response 
through the following features: 
• Threat execution and evaluation summary; 
• In-depth tracking of malware actions and system impact; 
• Discovery of network connections initiated; 
• Indications provided of system file/Registry modification; 
• System injection behavior detection; 
• Identification of malicious destinations and command-and-control (C&C) servers; 
• Exportable forensic reports and PCAP files; and 
• Generation of complete malware intelligence for immediate local protection. 

Deep Discovery Inspector also supports the activities and capabilities of an Incident Response Support Team using the 
Management Consoles ability to view system status, configure threat detection, configure and view logs, and run reports. This is 
augmented by the capabilities of the Control Manager to control antivirus and content security programs from a central location, 
regardless of the program's physical location or platform. The Control Manager simplifies the administration of a corporate antivirus 
and content security policy. 
The Deep Security, Deep Security Manager (DSM) provides a, centralized web-based management system that allows security 
administrators to create and manage security policies and track threats and preventive actions taken in response to them. DSM 
integrates with different aspects of the datacenter including: VMware vCenter, Microsoft Active Directory and has a Web services 
API for integration with SecureCloud. 
DSM provides additional integrity checking of the environment, ensuring it is safe to access sensitive, encrypted information. 
Should the environment integrity change based on a bad file being found, SecureCloud can revoke the encryption key, protecting 
the sensitive data. 

2 Cyber Risk and Control Assessment 
 

2.1  Cyber Risk and Control Assessment 
The FRFI has a process to conduct regular and 
comprehensive cyber risk assessments that consider 
people (i.e. employees, customers and other external 
parties), processes, data, technology across all its 
business lines and geographies. 

E   P Deep Discovery Inspector v3.1 an EAL2 certified product by the Common Criteria Evaluation and Certification Scheme; and Deep 
Security v9.5, which is currently being evaluated to EAL2 as technology products ensure a risk reduction capability to the FRFI 
through the selection of fully evaluated and verified security products. 
As part of a risk assessment process Deep Security automated Recommendation scans can be ran, as a continuous monitoring 
process. Recommendation Scans assess the current state of a computer and compares it against the latest Deep Security 
protection module updates to see if the current security Policy needs to be updated. Recommendation Scans make 
recommendations for the following protection modules: 
• Intrusion Prevention, 
• Integrity Monitoring, and 
• Log Inspection.

2.6  Cyber Risk and Control Assessment 
The FRFI conducts regular penetration testing of the 
network boundary (e.g. open network entry and exit 
points) to identify security control gaps. 

E   P It is important that security products themselves should withstand penetration attacks. Deep Discovery Inspector v3.1 has been 
EAL2 certified by the Common Criteria Evaluation and Certification Scheme; Deep Security v9.5 is currently being evaluated to 
EAL2, which provides an assurance of both products self-protection and vulnerability analysis capabilities.   
Deep Security for Web Applications helps organizations satisfy this requirement through external penetration testing of external facing web 
servers. Deep Security for Web Apps provides an "application scanner" that uses its enhanced web spidering and analysis capabilities to 
analyze web applications and to perform automated web application penetration testing.
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3 Situational Awareness 

3.2  Situational Awareness 
The FRFI centrally stores a history of security event 
information. 

   E  Deep Discovery Inspector can support this control by providing security event information to a central storage facility, such as a 
syslog server or indirectly to a SIEM system. Deep Discovery Inspector maintains logs about security risk incidents, events, 
updates, including information on APTs and IOCs. These logs are stored locally in the Deep Discovery Inspector database, and in 
the central Control Manager database, they can also be sent to a number of syslog servers in an organizations infrastructure. A 
Detection Log Query produces information detailing potential and known threats, external attacks, and internal detections, 
malicious URLs, and application filter activities, which can be provided to the organizations central store of security events. 
Deep Security through the centralized control of the Deep Security Manager supports this requirement by providing security event 
information to an organizations centralized security event server/service through a syslog (SIEM) capability. 
Deep Security also supports the ability to collect, review, and analyze audit records from the Deep Security Agents located in 
multiple components either in the physical server or virtualized servers environments, which in turn can be forwarded through the 
DeepSecurity Manager to an organizations central security event storage system, such as an SIEM through syslog files. 

3.3  Situational Awareness 
The FRFI normalizes, aggregates, and correlates 
security event information. 

   E Within the context of Trend Micro products and services, Deep Discovery Inspector provides a view and correlation of information 
system activity and security event information through the Control Manager, the additional services of Threat Connect, the Smart 
Protection Network, and the Threat Management Services Portal. These services and mechanisms provide an internal and external 
organizational-wide view of Malicious Content, Malicious Behavior, Suspicious Behavior, Exploits, Grayware, Web Reputation, and 
Disruptive Applications indicating attacks, which might otherwise be unseen, within Advanced Persistent Threats (APT's). The 
Trend Micro products and services mentioned here can be configured to send normalized, aggregated, and correlated security 
event information to an organizations central security event management system. 
Deep Discovery Inspector specifically assists in satisfying this correlation related requirement though the connection with Threat 
Connect to search thousands of reports to provide details about detected threat behavior. Threat Connect correlates suspicious 
objects detected in the organizations environment and threat data from the Trend Micro Smart Protection Network. By providing on-
demand access to Trend Micro intelligence databases, Threat Connect enables the ability to identify and investigate potential 
threats to the organizations environment. Furthermore, automated correlation facilitates the immediate generation of reports 
containing detailed threat analyses and remediation recommendations. These reports provide the situational awareness that that is 
required to implement more focused response and remediation activities, and improve the organization's overall security posture. 
Deep Security can assist with satisfying this control requirement through the Log module functionality which provides visibility into 
important security events buried in log files. Optimizes the identification of important security events in multiple log entries across 
the data center. Forwards suspicious events to a SIEM system or centralized logging server for correlation, reporting and archiving. 
The Log Inspection functionality allows an organization to monitor the logs and events generated by the operating systems and 
applications running on the computers. Log Inspection Rules can be assigned directly to computers or can be made part of a 
Security Profile. Like Integrity Monitoring Events, Log Inspection events can be configured to generate alerts in the Deep Security 
Manager. 
SecureCloud and Deep Security solutions also support compliance with this requirement through the audit event generation, the 
audit review, and audit reporting capabilities. The ability to configure the type of audit event should there be a change in risk to the 
system. 
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3.4  Situational Awareness 
The FRFI conducts automated analysis of security 
events to identify potential cyber-attacks including DDoS 
attacks. 

   E Deep Discovery Inspector provides automated analysis of potential cyber-attacks, and security events through the Advanced Threat 
Scan Engine, the Network Content Inspection Engine, and the Virtual Analyzer components. 
The Virtual Analyzer carries out automated analysis of security events to identify cyber attacks. The Virtual Analyzer is a secure 
virtual environment (sandbox) used to manage and analyze file and network behavior samples submitted by other components of 
Deep Discovery Inspector and other Trend Micro products. The sandbox images allow observation of file and network behavior in a 
natural setting without any risk of compromising the network. Virtual Analyzer performs static analysis and behavior simulation to 
identify potentially malicious characteristics. During analysis, Virtual Analyzer rates the characteristics in context and then assigns a 
risk level to the sample based on the accumulated ratings. 
Virtual Analyzer includes the following features: 
• Threat execution and evaluation summary; 
• In-depth tracking of malware actions and system impact; 
• Network connections initiated; 
• System file/Registry modification; 
• System injection behavior detection; 
• Identification of malicious destinations and command-and-control (C&C) servers; 
• Exportable forensic reports and PCAP files; and 
• Generation of complete malware intelligence for immediate local protection. 

The Advance Threat Scan Engine is a file-based detection-scanning engine that has true file type, multi-packed files, and 
IntelliTrap detection. The scan engine performs the actual scanning across the network and uses a virus pattern file to analyze the 
files passing through the network. The virus pattern file contains binary patterns of known viruses. Trend Micro regularly releases 
new virus pattern files when new threats are detected. 
The Network Content Inspection Engine is a module used by Deep Discovery Inspector to scan the content passing through the 
network layer using a Network Content Inspection Pattern. 
Deep Security provides automated analysis of security events through the protection modules for Anti-Malware, Web Reputation, 
Firewall, Intrusion Prevention, Integrity Monitoring and Log Inspection: 
The Anti-Malware module automatically protects an organizations computers from viruses, trojans, spyware and other software that 
is intended to harm the organizations computer or perform operations without consent; 
• The Web Reputation module protects against web threats by blocking access to malicious URLs. Deep Security uses Trend 

Micro's Web security databases from Smart Protection Network sources to check the reputation of Web sites that users are 
attempting to access. The Web site's reputation is correlated with the specific Web reputation policy enforced on the computer. 
Depending on the Web Reputation Security Level being enforced, Deep Security will either block or allow access to the URL; 

• The Firewall is a bidirectional, stateful firewall that is responsible for making sure that packets originating from unauthorized 
sources do not reach the applications on its host. Also supports virtual machine zoning and prevents denial of service attacks. 
Provides broad coverage for all IP-based protocols and frame types as well as fine-grained filtering for ports and IP and MAC 
addresses.; 

• The Intrusion Prevention module protects computers from being exploited by attacks against known and zero-day vulnerability 
attacks as well as against SQL injections attacks, cross-site scripting attacks, and other web application vulnerabilities. It 
shields vulnerabilities until code fixes can be completed. It identifies malicious software accessing the network and increases 
visibility into, or control over, applications accessing the network; 

• The Integrity Monitoring module allows an organization to monitor specific areas on a computer for changes. Deep Security 
has the ability to monitor installed software, running services, processes, files, directories, listening ports, registry keys, and 
registry values. It functions by performing a baseline scan of the areas on the computer specified in the assigned rules and 
then periodically rescanning those areas to look for changes. The Deep Security Manager ships with predefined Integrity 
Monitoring Rules and new Integrity Monitoring Rules are provided in Security Updates; 

• The Log Inspection module allows an organization to monitor the logs and events generated by the operating systems and 
applications running on the computers. Log Inspection Rules can be assigned directly to computers or can be made part of a 
Security Profile. Like Integrity Monitoring Events, Log Inspection events can be configured to generate alerts in the Deep 
Security Manager. 

Deep Security can run Recommendation Scans on computers to identify known vulnerabilities. The operation scans the operating 
system and also installed applications. Based on what is detected, Deep Security will recommend security rules that should be 
applied. Recommendations Scans, also support this requirement by allowing organizations to automate scanning of systems and 
patch levels against the latest Critical Vulnerability and Exposure (CVE) database, and to automatically apply Deep Security 
rules/filters to detect/prevent exploitation of the identified vulnerabilities. 
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3.5  Situational Awareness 
The FRFI supplements automated analysis of security 
events by conducting additional expert analysis on 
security events to identify potential cyber- attacks. 

   E Deep Discovery Inspector provides various reports, which can be further analyzed by security specialists. Scheduled reports are 
produced daily, weekly, and monthly and are designed to provide the correlated threat information. On-Demand Reports can be 
generated as needed and are designed to provide detailed information about specific suspicious files for further forensic analysis. 
Virtual Analyzer reports are designed to provide detailed information on specific files that the Virtual Analyzer has detected as 
suspicious. 
Deep Security provides scheduled reports that can be sent by the Deep Security Manager to experts for further analysis. Additional 
analysis of security events can be carried out by logging into the Deep Security Manager console and consulting the dashboard, 
and drilling-down to specific logs, potential cyber-attacks can be identified. 
In addition, Deep Discovery Inspector and Deep Security can support this control through integration with the TrendLabs and the 
Smart Protection Network services of Trend Micro, which provides additional expert analysis on security events to identify potential 
cyber attacks. 
The TrendLabs is a global network of research, development, and action centers committed to 24x7 threat surveillance, attack 
prevention, and timely and seamless solutions delivery. Serving as the backbone of the Trend Micro service infrastructure, 
TrendLabs is staffed by a team of several hundred engineers and certified support personnel that provide a wide range of product 
and technical support services. TrendLabs monitors the worldwide threat landscape to deliver effective security measures designed 
to detect, preempt, and eliminate attacks. The daily culmination of these efforts is shared with organizations through frequent virus 
pattern file updates and scan engine refinements. 
The Smart Protection Network is a globally-scaled cloud-based infrastructure that provides reputation services to Deep Discovery 
Inspector and other Trend Micro products that leverage the smart protection technology. Deep Discovery Inspector integrates with 
the Smart Protection Network that determines the reputation of websites users attempt to access. Deep Discovery Inspector logs 
URLs that smart protection technology verifies to be fraudulent or known sources of threats. The product then uploads the logs for 
report generation. Selecting the Smart Protection Network option also allows the use of Retro Scan, a cloud-based service that 
scans historical web access logs for callback attempts to C&C servers and other related activities in an organizations network. Web 
access logs may include undetected and unblocked connections to C&C servers that have only recently been discovered. 
Examination of such logs is an important part of forensic investigations and may help determine if the organizations network is 
affected by attacks. 

3.6  Situational Awareness 
The FRFI monitors and tracks cyber security incidents 
in the financial services industry and more broadly as 
relevant, through participation in industry programs 
(e.g. Canadian Cyber Incident Response Centre). 

   E The Trend Micro Smart Protection Network uses a global network of threat intelligence sensors to continually update email, web, 
and file reputation databases in the cloud, identifying and blocking threats in real time before they reach the organization. This 
service is provided to Trend Micro customers worldwide. 
The Trend Micro Threat Management Services, available to Trend Micro customers, combines years of network security 
intelligence and in-the-cloud servers that are part of Trend Micro Smart Protection Network to identify and respond to next-
generation threats. 

4 Threat and Vulnerability Risk Management 
 

4.1    Threat and Vulnerability Risk Management / Data 
Loss Detection / Prevention 

The FRFI has implemented tools to 
• prevent unauthorized data leaving the enterprise; 
• monitor outgoing high risk traffic to detect 

unauthorized data leaving the FRFI (e.g. by 
geography, size, volume, information type); 

• safeguard data in online and offline stores (e.g. 
desktop, laptops, mobile devices, removable 
devices, and removable media); and 

• safeguard data at rest and in motion. 

   E Deep Discovery Inspector supports this data loss detection and prevention requirement by detecting APT and other types of attacks, 
which attempt to exfiltrate organizational data. The Deep Discovery Inspector components - Network Content Inspection Engine, 
Advanced Threat Scan Engine, the Network Content Correlation Engine, and the Virtual Analyzer identify malicious content, outgoing 
and incoming communications, and behavior that may indicate advanced malware or attacker activity across the stages of an attack 
sequence. Deep Discovery Inspector identifies the Command and Control servers being used by an external attacker to exfiltrate 
data from the organization and allows an organization to implement containment and remediation procedures. 
Deep Security can support this requirement by restricting ports and protocols and reporting when malicious activity is detected 
attempting to access or probe them. 
SecureCloud safeguards data in online and offline stores when data is at rest by using real-time encryption. The SecureCloud 
implements a FIPS 140-2 validated cryptographic mechanism to encrypt an organizations data. It works with any of the following: 
• Cloud space that is rented from commercial Cloud Service Providers (CSPs); 
• Private Cloud space that a company implements; 
• Physical and virtual systems deployed in data centers; and 
• Implementations that combine these environments.
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4.3    Threat and Vulnerability Risk Management / 
Cyber Incident Detection & Mitigation 

The FRFI has implemented the following security tools 
and provides for their currency, automated updates, 
and enterprise-wide application: 
• intrusion detection / protection systems; 
• web application firewalls; 
• anti-virus; 
• anti-spyware; 
• anti-spam; 
• DDoS protection; and 
• other (please describe). 

   E This cyber incident detection and mitigation control is fully supported by a combination of the Deep Discovery Inspector and Deep 
Security products at the enterprise level. 
Deep Discovery Inspector provides breach detection and protection at the organizations external network border interface point. 
The Deep Discovery Inspector detection engines deliver APT and targeted attack detection including a custom virtual analyzer 
(sandbox) and discovery and correlation rules designed to detect malicious content, exfiltration communications, and anomalous 
behavior across every stage of an attack sequence. 
Deep Security carries out Deep Packet Inspection, provides an automated IDS/IPS capability, which shields known vulnerabilities 
against attacks such as SQL injection, cross-site scripting, and DDOS from unlimited exploits until they can be patched; defends 
against web application vulnerabilities; and identifies malicious software accessing the organizations network. The Deep Security, 
Integrity Monitoring detects and reports malicious and unexpected changes to files and systems registry in real time. The Firewall 
capability of Deep Security provides broad coverage for all IP-based protocols and frame types as well as fine grained filtering for 
ports and IP, and MAC addresses. The anti-malware (anti-virus/anti-spyware) capability of Deep Security integrates with VMware 
environments for agentless protection, or provides an agent to defend physical servers and virtual desktops. The actions carried 
out by the anti-malware engine include deny access, quarantine, delete, pass, and clean. 
Security updates that provide protection against newly discovered vulnerabilities are automatically delivered to host machines by 
Deep Security. 
Deep Security provides detailed event records, which provide valuable information, including the source of the attack, the time, and 
what the potential intruder was attempting to exploit. 
Deep Discovery Inspector and Deep Security receive in real time, the most up to date, correlated threat intelligence from Trend 
Micro’s global threat intelligence network.  

4.4  Threat and Vulnerability Risk Management / Cyber 
Incident Detection & Mitigation 

The FRFI has implemented the above security tools 
using enhanced detection techniques (e.g. reputation-
based and/or behavior-based). 

   E Deep Discovery Inspector supports satisfying this control requirement through its use of the Trend Micro Smart Protection Network, 
which is a globally- scaled Internet-based infrastructure that provides reputation services to Trend Micro products that leverage 
smart protection technology. Deep Discovery Inspector integrates the Trend Micro Smart Protection Network that determines the 
reputation of websites users attempt to access. Deep Discovery Inspector logs URLs that smart protection technology verifies to be 
fraudulent or known sources of threats. The product then uploads the logs for report generation. Deep Discovery Inspector securely 
connects to the Smart Protection Network using HTTPs. Selecting this option also allows the use of Retro Scan, a cloud-based 
service that scans historical web access logs for callback attempts to C&C servers and other related activities in an organizations 
network. Web access logs may include undetected and unblocked connections to C&C servers that have only recently been 
discovered. Examination of such logs is an important part of forensic investigations and may help determine if the organizations 
network is affected by attacks. 
Deep Discovery Inspector also uses the Virtual Analyzer feature to support the behavior-based aspect of this control. The Virtual 
Analyzer is a secure virtual environment (sandbox) used to manage and analyze samples submitted by Trend Micro products. 
Virtual Analyzer performs static analysis and behavior simulation to identify potentially malicious characteristics. During analysis, 
Virtual Analyzer rates the characteristics in context and then assigns a risk level to the sample based on the accumulated ratings. 
Deep Discovery Inspector logs all file analysis results, including information on objects that are found to be malicious. When an 
identified object is detected, Deep Discovery Inspector displays the following information about the file: 
• High Risk - The file exhibited highly suspicious characteristics in this environment - take immediate action; 
• Medium Risk - The file exhibited moderately suspicious characteristics in this environment - investigate when able, advise 

users to take precaution; 
• Low Risk - The file exhibited mildly suspicious characteristics in this environment - investigate if the object is related to known 

threats or highly suspicious objects; or 
• No Risk - The file did not exhibit suspicious characteristics in this environment - no further action necessary. 

Deep Security also supports satisfying this control requirement through its Web Reputation module, which protects against web 
threats by blocking access to malicious URLs. Deep Security uses Trend Micro’s Web security databases from Smart Protection 
Network sources to check the reputation of Web sites that users are attempting to access. The Web site's reputation is correlated 
with the specific Web reputation policy enforced on the computer. Depending on the Web Reputation Security Level being enforced, 
Deep Security will either block or allow access to the URL. 
Deep Security also supports this capability to identify inappropriate behavior through its multiple functions: Deep Packet Inspection; 
Anti-Virus scanning; Malware detection; Firewall filtering; Integrity Monitoring: and Log Inspections. All security event data 
produced by these functions is provided to the central Deep Security Manager either for further analysis at that point or sent on to a 
SEIM solution to be coordinated with other security event information, for example that produced by a vulnerability scan. 
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4.5  Threat and Vulnerability Risk Management / 
Software Security 

The FRFI has a process to obtain, test and 
automatically deploy security patches and updates in a 
timely manner based on criticality. 

   E P The Deep Security solution supports compliance through Recommendation Scans functionality. Deep Security, Recommendation 
Scan permit an organization to automate scanning of systems and patch levels against the latest Critical Vulnerability and Exposure 
(CVE) database, to automatically apply updates to Deep Security rules, pattern files, and threat information to detect/prevent 
exploitation of vulnerabilities and to produce audit logs and reports which can be used to support a continuous monitoring program. 
In addition, the Recommendation Scan protects FRFI’s from being exploited by new vulnerabilities giving them time to test and 
deploy vendor patches thereby reducing their vulnerability exposure gap. 
Systems updates to Deep Discovery Inspector address issues and enhance product performance through Hot Fixes, Security 
Patches, Patches, and Service Packs. The Trend Micro Active Upate Server provides updates for product components, including 
pattern files. Trend Micro regularly releases component updates through the Trend Micro ActiveUpdate server. Deep Discovery 
Inspector uses the TrendLabs, which monitors the worldwide threat landscape to deliver effective security measures designed to 
detect, preempt, and eliminate attacks. The daily culmination of these efforts is shared with customers through frequent virus 
pattern file updates and scan engine refinements. 
The Deep Discovery Inspector, Virtual Analyzer could be used by an organization as a "security patch" test environment. The Virtual 
Analyzer makes use of an organization machine (server, workstations) images to create virtual sandbox environments in which all 
data flow into an organization can be threat assessed or specific patches, updates or new application installs can be introduced and 
tested in an organizations standard machine configuration without possessing a threat to the organizations production systems. 

4.7  Threat and Vulnerability Risk Management / 
Software Security 

The FRFI has a process to confirm successful 
deployment of security patches and resolve update 
failures. 

   E P Deep Security can run Recommendation Scans on computers to identify known vulnerabilities. The operation scans the operating 
system and also installed applications. 
Recommendation scan protects against gaps or failures in the patching process and can be used to confirm successful deployment 
of security patches and/or update failures. 
Deep Discovery Inspector and Deep Security demonstrate, as a self-protection mechanism, support for this control by satisfying key 
aspects of this requirement (for example "The flaw remediation procedures documentation shall describe the procedures used to 
track all reported security flaws in each release of the product") in the Common Criteria EAL 2 Certification. 

4.8  Threat and Vulnerability Risk Management / 
Software Security 

The FRFI's internally or externally developed software 
is subject to secure system design, coding and testing 
standards that incorporate appropriate cyber security 
controls. 

P Trend Micro supports compliance with this requirement through development of the Deep Security and Secure Cloud security 
products using industry best practices for product development within a life cycle approach. The approach is documented in the 
Trend Micro Engineering Handbooks as part of the Product Development Life Cycle process. Products and modules that provide 
protection and security features (especially, but not limited to, those using Anti-threat protection) undergo Core Tech Certification 
Center certification. This is to ensure the solutions implemented by the products can detect and protect against malicious attacks; 
and ensure data security. In addition a Vulnerability Assessment assesses the vulnerability of the products, based on established 
industry standards and known attacks. Specific test cases are used to validate assessment reports, and test the ability to 
compromise the product's security. 
As externally developed software the Trend Micro products Deep Discovery Inspector and Deep Security have been validated to the 
Common Criteria EAL2 Assurance Levels. This provides the assurance that the software has been developed according to the 
Security Requirements documented in the products Security Target and that the coding and testing have incorporated appropriate 
cyber security controls. The Deep Discovery Inspector and Deep Security solutions support compliance with this requirement as part 
of the Common Criteria validation process independent testing of the Deep Security security functions, provided: 
• evidence of developer testing based on the functional specification and product design, 
• carried out selective independent confirmation of the developer test results, 
• vulnerability analysis (based upon the functional specification, product design, implementation representation, security 

architecture description and guidance evidence provided), and 
• demonstrated resistance to penetration attackers with an Enhanced-Basic attack potential. 

The SecureCloud product uses a validated FIPS 140-2 Level 2 Cryptographic Libraries for its encryption capabilities.
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4.9  Threat and Vulnerability Risk Management / 
Software Security 

The FRFI implements the above controls on an 
enterprise-wide basis. 

   E P Deep Discovery Inspector v3.1 is EAL2 certified by the Common Criteria Evaluation and Certification Scheme; Deep Security v9.5 
is currently being evaluated to EAL2; and SecureCloud is a FIPS 140-2 Level 2 validated product, which provides security support on 
an enterprise wide basis. 
Deep Discovery Inspector provides an enterprise wide comprehensive view and correlation of information system activity through 
the use of the Control Manager, Threat Connect, the Smart Protection Network, and the Threat Management Services Portal. These 
services and mechanisms provide an internal and external organizational-wide view of Malicious Content, Malicious Behavior, 
Suspicious Behavior, Exploits, Grayware, Web Reputation, and Disruptive Applications indicating attacks, which might otherwise be 
unseen, within Advanced Persistent Threats (APT's) 
The Deep Security provides a centrally managed enterprise-wide protection for servers and desktops across, physical, virtual, cloud 
and hybrid environments . 
SecureCloud within a cloud hosted service protects critical data stored on cloud devices by using full-disk encryption. SecureCloud 
controls access to confidential information stored on disk drives by encrypting them, so that data remains private and meets 
compliance regulations. The following types of disk drives are protected: 
• Boot devices for cloud environments; 
• Data and ephemeral storage devices; and 
• RAID devices. 

4.10  Threat and Vulnerability Risk Management / 
Network Infrastructure 

The FRFI has implemented network boundary 
monitoring and protection. 

   E Both Deep Discovery Inspector and Deep Security provide network boundary monitoring and protection. 
The Deep Discovery Inspector can implement boundary network monitoring by connecting the data port to the mirror port of the 
core switch, which mirrors the traffic through the port to the firewall. The mirror port can be configured to mirror inbound/outbound 
traffic from single or multiple source ports. In addition, Deep Discovery Inspector can monitor different internal network segments 
using different data ports. Deep Discovery Inspector data ports are connected to the mirror ports of access or distribution switches. 
Deep Discovery Inspector monitors the organizations network boundary information system to detect attacks and indicators of 
potential attack through the services of the Threat Management Services Portal, Threat Discovery Appliance, Control Manager, and 
the Smart Protection Network. Deep Discovery Inspector protects threat and attack information obtained from unauthorized access, 
modification and deletion. Deep Discovery Inspector increases the level of monitoring provided whenever there is an indication of 
increased risk to the organizations operations and assets. 
Deep Security can address compliance with this requirement by using Deep Packet Inspection and Firewall rules to analysis and 
assess the inbound and outbound communications at the organizations network boundary and other specific points in the “Trust 
Zone” systems architecture. 
The Deep Security solution provides host based boundary protection through the host application stateful inspection firewall, 
through the host deep packet inspection, and through web reputation services. This can be implemented at the server or 
workstation level in the physical or virtual environments. 

4.11  Threat and Vulnerability Risk Management / 
Network Infrastructure 

The FRFI segments the enterprise network into 
multiple, separate trust zones. 

   E P Deep Security can assist an organization to segment the enterprise network into multiple, separate trust zones through the Firewall 
module. Deep Security centralizes management of server firewall policy using a bidirectional stateful firewall. Supports virtual 
machine zoning and prevents denial of service attacks. Provides broad coverage for all IP-based protocols and frame types as well 
as fine-grained filtering for ports and IP and MAC addresses. 
The Deep Security firewall as an EAL2 validated mechanism can be used to create the implied Trust Zone architectures in a 
physical and virtualized environment through the use of the Deep Security Virtualized Appliance. 
The integration of the Deep Security and SecureCloud solutions supports implementation of boundary protection mechanisms in 
the physical and virtual environments. Specifically, the use of SecureCloud encryption and Deep Security information flow control in 
a multi-tenant cloud environment, to ensure the protection and boundary control of an organizations data, in an environment where 
boundary protection is generally considered to be very important. 

4.12  Threat and Vulnerability Risk Management / 
Network Infrastructure 

The FRFI's network infrastructure has multiple layers of 
defence (e.g. cloud based, ISP, on premise) to mitigate 
against DDoS attacks. 

   E Deep Security supports virtual machine zoning and prevents distributed denial of service attacks (DDoS). Provides broad coverage 
for all IP-based protocols and frame types as well as fine-grained filtering for ports and IP and MAC addresses. 
The Deep Security solution supports, in a virtualized environment, a "Trust Zone" security architecture. This defence-in-depth 
security architecture is used where secured network segments are implemented for separate trust zones (enclaves) where data 
flowing in and out of each trust zone is subject to security controls. Often the needed security controls increase in effectiveness and 
are layered in a defence-in-depth manner from the network boundary of the enterprise to the enterprise's more valuable and critical 
back-end system assets. 
This defence-in-depth zoning security architecture can be implemented using a combination of the traditional physical and the 
virtual networking topology techniques. 
Deep Security provides a centrally managed, enterprise-wide protection for servers and desktops across, physical, virtual, cloud 
and hybrid environments.
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4.13 Threat and Vulnerability Risk Management / 
Network Infrastructure 

The FRFI is able to rapidly and remotely isolate, 
contain or shut down compromised operations. 

   E Deep Discovery Inspector in part supports this control through the Virtual Anlyzer capability which provides indications of an attack 
or compromise (IOC) and alerts the organization to the attack or compromised situation. Deep Discovery Inspector provides 
automated IOC indicators to third party firewalls and IDS/IPS appliances to rapidly isolate, contain or shutdown compromised 
situations. In addition, the organization itself can take on the responsibility for the handling of the attack and mitigation strategies to 
be implemented to ensure continuity of operations. 
However, if the Trend Micro, Threat Mitigator product is integrated into the solution then the Threat Mitigator, which receives threat 
information gathered by Deep Discovery Inspector can generate a threat response that facilitates the elimination of threats detected 
on endpoints, this includes stealthy and zero-day internal threats. Threat Mitigator works with Threat Management Agents installed 
on each endpoint. The Threat Mitigator with network access control function may prevent an endpoint from accessing the network 
until the endpoint is free of threats. 
Deep Security supports this control through the Anti-Malware module, which provides both real-time and on-demand protection 
against file-based threats, including threats commonly referred to as malware, viruses, Trojans, and spyware. To identify threats, 
Anti-Malware checks files against a comprehensive threat database, portions of which are hosted on servers or kept locally as 
updatable patterns. Anti-Malware also checks files for certain characteristics, such as compression and known exploit code. To 
address threats, Anti-Malware selectively performs actions that contain and remove the threats while minimizing system impact. 
Anti-Malware can clean, delete, or quarantine malicious files. It can also terminate processes and delete other system objects that 
are associated with identified threats. In addition, Deep Security has the ability to tag compromised servers allowing them to be 
automatically quarantined through services such as VMware’s NSX. 

4.14  Threat and Vulnerability Risk Management / 
Network Infrastructure 

The FRFI has implemented processes and tools to 
secure mobile devices and wireless networks. 

   E Deep Discovery Inspector can assist in meeting this control through the Mobile App Reputation Service (MARS), which collects data 
about detected threats in mobile devices. Mobile App Reputation Service is an advanced sandbox environment that analyzes mobile 
app runtime behavior to detect privacy leaks, repacked mobile apps, third-party advertisement SDKs, vulnerabilities, and app 
categories. 
Deep Security can satisfy this requirement to control wireless boundaries by Deep Security Firewall rules for wireless laptops. With 
many laptops now capable of connecting to both the wired and wireless networks, users need to be aware of the problems that can 
result from this scenario. The common problem is a "network bridge" configured between the wired and wireless network. There is a 
risk of forwarding the internal traffic externally and potentially expose internal hosts to external attacks. Deep Security allows 
administrators to configure a set of firewall rules for these types of users to prevent them from creating a network bridge. 

4.15  Threat and Vulnerability Risk Management / 
Network Infrastructure 

The FRFI implements the above controls on an 
enterprise-wide basis. 

   E Deep Security and Deep Discovery Inspector through the Trend Micro Control Manager satisfy this security control requirement at the 
enterprise wide level. 

4.17  Threat and Vulnerability Risk Management / 
Standard Security Configuration and 
Management 

The FRFI follows a formal change management 
process for security configuration management for all 
network hardware and software assets on its 
networks. 

   E P At the enterprise level, Deep Security Integrity Monitoring module can assist an organization to meet this configuration management 
control through allowing organizations to monitor specific areas on a computer for changes. Deep Security has the ability to monitor 
installed software, running services, processes, files, directories, listening ports, registry keys, and registry values. It functions by 
performing a baseline scan of the areas on the computer specified in the assigned rules and then periodically rescanning those 
areas to look for changes. The Deep Security Manager ships with predefined Integrity Monitoring Rules and new Integrity 
Monitoring Rules are provided in Security Updates. 
As a self-protection mechanism Deep Security can support security configuration management through its own "fingerprint" 
function. The following information is collected by the Deep Security Manager during a heartbeat: the status of the drivers (on- or 
off-line), the status of the Agent/Appliance (including clock time), Agent/Appliance logs since the last heartbeat, data to update 
counters, and a fingerprint of the Agent/Appliance security configuration (used to determine if it is up to date). How often a 
heartbeats occur can be changed (whether Agent/Appliance or Manager initiated), and how many missed heartbeats can elapse 
before an Alert is triggered. 
As a Common Criteria certified product Deep Discovery Inspector, and Deep Security as a product under evaluation have 
demonstrated assurance of Life Cycle Support through a configuration management process. 

4.19  Threat and Vulnerability Risk Management / 
Standard Security Configuration and 
Management 

The FRFI restricts the use of 
unauthorized/unregistered software and hardware 
through policy and automated tools, including mobile 
devices. 

   E The Deep Security Integrity Monitoring module can assist an organization to satisfy this configuration management control 
requirement through allowing organizations to monitor specific areas on a computer for changes. Deep Security has the ability to 
monitor installed software, running services, processes, files, directories, listening ports, registry keys, and registry values. It 
functions by performing a baseline scan of the areas on the computer specified in the assigned rules and then periodically 
rescanning those areas to look for changes. The Deep Security Manager ships with predefined Integrity Monitoring Rules and new 
Integrity Monitoring Rules are provided in Security Updates.  
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4.21  Threat and Vulnerability Risk Management / 
Network Access Control & Management 

The FRFI has the ability to automatically detect and 
block unauthorized network access (e.g. including 
wired, wireless and remote access). 

   E Deep Discovery Inspector has the ability to display all FRFI hosts with C&C callbacks detected by network scanning, Deny List matches, 
and Virtual Analyzer detections. Deny lists can be configured to Monitor and Reset(block) a specific tcp/ip address. Viewing hosts with C&C 
callbacks allows FRFI system or network administrators to take appropriate action such as blocking network access, and isolating computers 
according to IP address in order to prevent malicious operations from affecting hosts. 
When the Trend Micro, Threat Mitigator product is integrated into the Deep Discovery Inspector solution the threat information 
gathered by Deep Discovery Inspector can generate a threat response that facilitates the elimination of threats detected on 
endpoints, this includes stealthy and zero-day internal threats. Threat Mitigator works with Threat Management Agents installed on 
each endpoint. The Theat Mitigator with network access control function can prevent an endpoint from accessing the network until 
the endpoint is free of threats. 
Deep Security carries out Deep Packet Inspections (DPI) on wired, wireless, and remote access network access by DPI Rules, which 
examine the actual content of a network packet or a sequence of packets performing deep packet inspection. Based on predefined 
DPI Rules, various actions are carried out by the Agents/Appliances on these packets: from replacing specifically defined or 
suspicious byte sequences, blocking, to completely dropping packets and resetting the connection. 
 
 
 
 
 
 
 

5 Cyber Security Incident Management 
 

 

5.1  Cyber Security Incident Management 
The FRFI's Incident Management Framework is 
designed to respond rapidly to material cyber security 
incidents. 

   E Deep Discovery Inspector supports the activities and capabilities of an Incident Management Response Team by a number of 
functions including the Management Console, through which Incident Response team users can view system status, configure 
threat detection, configure and view logs, run reports. The capabilities of the Trend Micro Control Manager to control antivirus and 
content security programs from a central location, regardless of the program's physical location or platform, simplifies the 
administration of a corporate antivirus and content security policy. Mitigation devices which receive threat information gathered by 
Deep Discovery Inspector can be used to provide a rapid response to cyber security incidents. Deep Discovery Inspector can be 
configured with up to 200 mitigation devices. These devices work with an Agent program installed on an endpoint to resolve 
threats. Mitigation devices with network access control function can prevent the endpoint from accessing the network until the 
endpoint is free of threats. Deep Discovery Inspector has the ability to provide Indicators Of Compromise to border/zone protection 
devices/appliances to block or isolate attacks in near real time. 
Deep Security allows security administrators to create and manage security policies and to track threats and take preventive 
actions in response to them. To address threats the Deep Security Anti-malware feature selectively performs actions that contain 
and remove the threats while minimizing system impact. Anti-Malware can clean, delete, or quarantine malicious files. It can also 
terminate processes and delete other system objects that are associated with identified threats. In addition Deep Security Alerts are 
raised when situations occur that require special attention. Alerts can be raised due to security Events such as the detection of 
malware or an abnormal restart on a protected computer. Deep Security can also carry out Recommendation Scans on an 
organization’s computers to identify known vulnerabilities. The operation scans the operating system and installed applications. 
Based on what is detected, Deep Security will recommend security Rules that should be applied. Recommendation scanning 
supports Incident Response teams as they can respond to newly announced vulnerabilities quickly even if patches are not 
available. 
Deep Discovery Inspector and Deep Security can be integrated with the Trend Micro Control Manager application, which can 
correlate security event information across all Trend products to provide alerts with actionable intelligence. 
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5.4  Cyber Security Incident Management 
The FRFI change management process has been 
designed to allow for rapid response and mitigation to 
material cyber security incidents. 

   E P The Deep Security, Recommendation Scans can support a change management process in an environment where a rapid 
response to a security incident is required. Recommendation scanning can respond to newly announced vulnerabilities quickly 
even if patches are not available. A Recommendation Scan will make recommendations for Intrusion Prevention Rules, Log 
Inspection Rules, and Integrity Monitoring Rules. 
Deep Discovery Inspector can assist a change management process by providing a rapid response and mitigation capability 
through Mitigation devices, which receive threat information gathered by Deep Discovery Inspector. Deep Discovery Inspector can 
be configured with up to 200 mitigation devices. These devices work with an Agent program installed on an endpoint to resolve 
threats. Mitigation devices with network access control function can prevent the endpoint from accessing the network until the 
endpoint is free of threats. 
Deep Discovery Inspector can positively-identify malware communications, known malicious destinations contacted, malicious 
behavioral patterns and strings that definitely indicate compromise with no further correlation needed. Deep Discovery Inspector 
can be integrated with other Trend Micro services such as Threat Management Services Portal which receives logs and data from 
Deep Discovery Inspector, and then uses them to generate reports containing security threats and suspicious network activities, 
and Trend Micro recommended actions to prevent or address them. 

5.6  Cyber Security Incident Management 
The FRFI has an internal communication plan to 
address cyber security incidents that includes 
communication protocols for key internal stakeholders 
(e.g. relevant business units / call centres, senior 
management, risk management, Board of Directors, 
etc.). 

   E Deep Discovery Inspector can assist in implementing an organizations communication plan through the ability to send via email 
information related to security incidents to the appropriately identified internal stakeholders. 
Deep Security Alerts are raised when situations occur that require special attention. Alerts can be raised due to security Events such 
as the detection of malware or an abnormal restart on a protected computer, or they can be system events like the Deep Security 
Manager running low on disk space. Deep Security can be configured to send email notifications when specific Alerts are raised. 

5.8 Cyber Security Incident Management 
The FRFI's incident management process is designed 
to ensure that the following tasks are fully completed 
before an incident can be formally closed: 
• Recovery from disruption of services from the 

cyber security incident; 
• Assurance of systems' integrity following the cyber 

security incident; and 
• Recovery of lost or corrupted data due to the 

cyber security incident. 

   E Deep Discovery Inspector and Deep Security can ensure the assurance of systems integrity through ongoing monitoring of the 
network and systems for ongoing malicious activity that matches the known patterns of the incident. 
Deep Discovery Inspector can assist with the recovery from disruption of services through the "Mitigation" devices, which receives 
threat information gathered by Deep Discovery Inspector. The Mitigation devices can be used to provide a rapid response to cyber 
security incidents. Deep Discovery Inspector can be configured with up to 200 mitigation devices. These devices work with an 
Agent program installed on an endpoint to resolve threats. Mitigation devices with network access control function can prevent the 
endpoint from accessing the network until the endpoint is free of threats. 
The Deep Security solution supports the assurance of systems integrity through the Integrity Monitoring functionality. Integrity 
Monitoring monitors critical system objects such as files, folders, registry entries, processes, services, and listening ports and will 
detect any changes that happen to critical system objects. Integrity Monitoring works by comparing the current condition of a 
monitored-object with an existing baseline. When an integrity event occurs with a rule that has the alert feature enabled, it will 
generate an alert to the Deep Security administrator. Baselines are created when the integrity rule is assigned. The baseline 
snapshot is stored in the Deep Security Agent or the Deep Security Virtual Appliance, in the virtualized environment, as a SQLLite3 
DB file using hashes, which are uploaded to the Deep Security Manager. Baselines consist of a combination of the following object 
attributes; Created, Last Modified, Last Accessed, Permissions, Owner, Group, Size, Hash (SHA1,SHA256,MD5), Flags, 
SymLinkPath, Inode Number, Device Number, Blocks Allocated. 
Triggers are used to compare the monitored system object and it's baseline. The triggers can be Manual; Real-time On Change; 
and Pseudo real-time. The Manual or On demand trigger is an administrator initiated comparison triggered from the DSM console. 
The On-Change trigger uses the ReadDirectoryChanges function in the Windows API to alert an administrator that a modification to 
a security critical object being monitored has taken place. The Pseudo-real-time-change is carried out by constant scans of the host 
machine for changes to the security critical objects being monitored. An algorithm is used to determine the appropriate scanning 
interval based on how long it takes to scan all systems areas. This prevents scans overwhelming the host machine. 
Rules: Administrators can use built-in templates to monitor files, directories, and Registry entries. Custom rules can be written to 
cover: Listening ports, Processes and Services 
Rules can be developed by the administrator to monitor the Service Attributes such as: Permissions; Owner; Group; 
BinaryPathName; Description; State; StartType; LogOnAs; FirstFailure; SecondFailure; SubsequentFailures; ResetFailCountAfter; 
RunProgram; DependsOn; LoadOrderGroup; ProcessID; and Changes to registry service keys. 
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5.9   Cyber Security Incident Management 
The FRFI has an established post incident review 
process that 
• is completed for material cyber security incidents; 
• includes appropriate cyber forensic investigations; 
• chronicles the events leading up to, during and 

following the cyber security incident; 
• identifies the root cause and highlights control 

deficiencies; 
• assesses any breakdowns in the incident 

management process; and 
• establishes a plan of action to address identified 

deficiencies. 

   E The Deep Discovery Inspector solution supports this control by providing advanced reporting and analysis capabilities, such as 
security incident reports, forensic investigation data, and the complete series of events which have been associated with a security 
incident including Advanced Persistent Threats (APIs). 
To assist in a forensic investigation Deep Discovery Inspector automatically maintains logs about security risk incidents, events, and 
updates. Queries can be used to gather information and create reports from the log database. These logs are stored in the Deep 
Discovery Inspector database, and in the Trend Micro Control Manager (TMCM) database, or on a Syslog server. 
To assist with root cause and control deficiencies the Deep Discovery Inspector, Virtual Analyzer is used as a secure virtual 
environment (Sandbox) to manage and analyze traffic and file samples submitted by Deep Discovery Inspector. Virtual Analyzer 
includes the following features: 
• Threat execution and evaluation summary; 
• In-depth tracking of malware actions and system impact; 
• Network connections initiated; 
• System file/Registry modification; 
• System injection behavior detection; 
• Identification of malicious destinations and command-and-control (C&C) servers; 
• Exportable forensic reports and PCAP files; and 
• Generation of complete malware intelligence for immediate local protection. 

 
 


