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Payment Card Industry Data Security Standard PCI DSS 
Security Standards Compliance -- Trend Micro Products (Deep Security and SecureCloud)  
Detailed Report 

References: A. Payment Card Industry (PCI) Data Security Standard, Requirements and Security Assessment Procedures, version 2.0, October 2010 

 B. PCI Data Security Standard (PCI DSS) Information Supplement: PCI DSS Virtualization Guidelines, version 2.0, June 2011 

 C. The Prioritized Approach to Pursue PCI DSS Compliance, 2011 

This document provides details of how the Trend Micro products Deep Security and SecureCloud satisfy the requirements of the most recent versions of the PCI-DSS 
Security Requirements and Virtualized Guidelines. Virtualized servers and cloud computing environments, being implemented in the Payment Card Industry, face many of 
the same security challenges as their physical counterparts and additionally have to contend with a number of security concerns specific to the virtual environment such as: 
inter VM traffic, resource contention, blurring of system and network security boundaries, mixed trust levels, security zoning, and separation of duties. In particular, 
merchants and other organizations need to specifically protect cardholder data in the virtualized multi-tenant cloud environment where the physical storage locations are 
unknown to them and distributed across the cloud.  

The PCI-DSS and Virtualization Guidelines requirements provide a foundation of security controls for incorporating into an organization’s overall security requirements 
baseline for mitigating risk and improving systems and application security in their physical and virtualized environments. Many of these organizations using the PCI -
security requirements also have obligations to be able to demonstrate compliance with the PCI security requirements. From a security product vendor’s viewpoint, there is a 
need to clearly demonstrate to users of their products, how their products will, enforce, augment/enhance, and/or more directly satisfy (i.e. product self-protection) the PCI 
security requirements. In this document we have indicated how PCI-DSS compliance is addressed by the Trend Micro Deep Security and SecureCloud solutions. These 
product-specific PCI-DSS compliancy details are also needed by managers, security systems engineers and risk analysts in order that they may architect cost-effective 
secure solutions that will protect the card holder data from the modern hostile threat environment. 

One of the major challenges is for merchants and their service providers to remain compliant with the PCI-DSS standards and Guidelines in the constantly changing threat 
environment.  One objective of this Trend Micro document is to provide focused guidance on how the Trend Micro Deep Security and SecureCloud solutions can effectively 
help deal with these ongoing challenges. The Prioritized Approach to Pursue PCI DSS Compliance is also leveraged to provide such focus in this guidance. This Prioritized 
Approach provides six security milestone based priorities (M1, M2, M3, M4, M5 and M6) which will help merchants and their service provider partners implement a 
continuous improvement process to protect card holder data against the highest risk factors and modern escalating threats. 

The Trend Micro Deep Security product provides, in the virtualized and physical environments, the combined functionality of a Common Criteria EAL4 validated Firewall, 
Anti-Virus, Deep Packet Inspection, Integrity Monitoring and Log Inspection. The Common Criteria validation ensures that the product has been methodically designed, 
tested and reviewed by fully qualified US government testing laboratories. 

The SecureCloud, provides FIPS 140-2 full disk encryption either in the virtualized or physical environments, and has been specifically designed to assist in a multi tenancy 
Cloud environment to ensure that each tenant’s data is isolated, using cryptography and cryptographic keys unique to each tenant. 
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PCI.DSSv2-01 

Build and Maintain a Secure Network / Requirement 1: Install and maintain a firewall configuration to protect cardholder data  

Firewalls are devices that control computer traffic allowed between an entity's networks (internal) and untrusted networks (external), as well as traffic into and out of more 
sensitive areas within an entity's internal trusted networks. The cardholder data environment is an example of a more sensitive area within an entity's trusted network. 

A firewall examines all network traffic and blocks those transmissions that do not meet the specified security criteria. 

All systems must be protected from unauthorized access from untrusted networks, whether entering the system via the Internet as e-commerce, employee Internet access 
through desktop browsers, employee e-mail access, dedicated connections such as business-to-business connections, via wireless networks, or via other sources. Often, 
seemingly insignificant paths to and from untrusted networks can provide unprotected pathways into key systems. Firewalls are a key protection mechanism for any 
computer network. 

Other system components may provide firewall functionality, provided they meet the minimum requirements for firewalls as provided in Requirement 1. Where other 
system components are used within the cardholder data environment to provide firewall functionality, these devices must be included within the scope and assessment of 
Requirement 1. 

PCI DSS Control Priority Deep Security & SecureCloud  - Compliancy 

1.1    Establish firewall and router configuration standards 
that include the following: 

1.1.3 Requirements for a firewall at each Internet connection 
and between any demilitarized zone (DMZ) and the 
internal network zone 

 

 

M2 

Deep Security firewall capabilities can enable network and zoning segmentation to isolate 
systems, either physical or virtual that store, process, or transmit cardholder data from 
systems that do not. This enables cardholder data zone environments to be defined. 

 
 

1.1.4 Description of groups, roles, and responsibilities for 
logical management of network components 

M6 Deep Security allows firewall rules to be applied at the host level or by groups. Deep Security 
uses Role Based Access Controls (RBAC) to ensure secure separation of administrative 
functions. 

Using Security Profiles to assign Deep Security firewall and DPI rules make the management 
of complex virtual and physical networks/server environments more efficient, compared to the 
error prone process of directly assigning rules to individual firewalls and /or hosts. In addition, 
it permits changes and testing to a Security Profile setting prior to assigning and deploying to 
multiple machines. 

1.1.6 Requirement to review firewall and router rule sets at 
least every six months 

M6 Deep Security augments this requirement by providing frequent updates to the data packet 
inspection rules. The data packet inspection rule updates are carried out based on newly 
developed or developing threats and issued immediately to counter the rising threats. 

1.2    Build firewall and router configurations that restrict 
connections between untrusted networks and any 
system components in the cardholder data 
environment. 

M2 The Deep Security product through a combination of Firewall Rules and fine grained filtering 
ensures that there are restricted connections between trusted and untrusted zones in the 
physical and virtualized environment. Virtual machine zone isolation allows VM's containing 
cardholder data to be isolated, providing virtual segmentation without the need to modify 
virtual switch configurations or network architectures. 
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PCI DSS Control Priority Deep Security & SecureCloud  - Compliancy 

1.2.1 Restrict inbound and outbound traffic to that which is 
necessary for the cardholder data environment. 

M2 Deep Security Firewall rules filter traffic based on source and destination IP address, port, 
MAC address, etc.  

Different firewall rules can be applied to different network interfaces. For end-user systems, 
the firewall is location aware, and is able to limit interface use such that only a single interface 
can be used at one time. 

Further, stateful configuration filters analyze each network packet in the context of traffic 
history, correctness of TCP and IP header values, and TCP connection state transitions, 
manages existing network sessions. 

1.2.3 Install perimeter firewalls between any wireless 
networks and the cardholder data environment, and 
configure these firewalls to deny or control (if such 
traffic is necessary for business purposes) any traffic 
from the wireless environment into the cardholder data 
environment. 

M2 Deep Security can provide support in providing protection to cardholder data in a wireless 
network environment by making use of the Deep Security Firewall module. 

Deep Security Firewall rules for wireless networks and laptops are capable of connecting to 
both the wired and wireless networks. The common problem of a "network bridge" configured 
between the wired and wireless network, which risks the forwarding of internal traffic 
externally and potentially exposing internal hosts to external attacks. Deep Security allows 
administrators to configure a set of firewall rules for these types of users to prevent them from 
creating a network bridge. 

1.3    Prohibit direct public access between the Internet and 
any system component in the cardholder data 
environment. 

M2 Deep Security can provide isolation between the public Internet and an internal physical or 
virtual system where cardholder data exists by use of the Deep Security Firewall module, 
which is an enterprise-grade, bi-directional, and stateful firewall. It is used to limit 
communication by source and destination port, IP, MAC addresses, and is protocol-aware.  

1.3.1 Implement a DMZ to limit inbound traffic to only system 
components that provide authorized publicly accessible 
services, protocols, and ports. 

M2 The Deep Security product has been officially validated to the EAL4 level of the Common 
Criteria. This security level of validation provides the confidence that the product can be used 
in the implementation of a DMZ to limit inbound traffic and provide authorized publicly 
accessible services, either in a physical or virtualized environment.  

1.3.2 Limit inbound Internet traffic to IP addresses within the 
DMZ. 

M2 The Deep Security Firewall rules filter traffic based on source and destination IP address and 
port this can be configured to ensure that inbound traffic is limited to only IP addresses within 
the DMZ. In addition, different rules can be applied to different network interfaces. For end-
user systems, the firewall is location aware, and is able to limit interface use such that only a 
single interface can be used at one time. 

1.3.3 Do not allow any direct connections inbound or 
outbound for traffic between the Internet and the 
cardholder data environment. 

M2 

 

Deep Security can prevent direct connections in a bi-directional fashion between the Internet 
and the cardholder data environment by providing isolation between the public Internet and an 
internal physical or virtual system where cardholder data exists by use of the Deep Security 
Firewall module.  
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PCI DSS Control Priority Deep Security & SecureCloud  - Compliancy 

1.3.5 Do not allow unauthorized outbound traffic from the 
cardholder data environment to the Internet. 

M2 The Deep Security Firewall module can enforce this requirement, in a physical or virtualized 
environment, through the use of it's bi-directional and stateful capabilities. This can limit 
communications by source and destination IP, port, MAC addresses, and protocol. 

1.3.6 Implement stateful inspection, also known as dynamic 
packet filtering. (That is, only "established" connections 
are allowed into the network.) 

M2 Deep Security complies with this requirement by carrying out dynamic packet filtering through 
the stateful Firewall module.   

1.4    Install personal firewall software on any mobile and/or 
employee-owned computers with direct connectivity to 
the Internet (for example, laptops used by employees), 
which are used to access the organization's network. 

M2 The Deep Security firewall module can be installed, through the Deep Security Agent, on 
mobile devices such as laptops. This controls the connectivity to the Internet from the user’s 
laptop through the personal firewall installed by the Deep Security Agent. The firewall settings 
and rules are controlled from the central Deep Security Manager to ensure corporate control 
of the laptop device.  
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PCI.DSSv2-02 

Build and Maintain a Secure Network / Requirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters  

Malicious individuals (external and internal to an entity) often use vendor default passwords and other vendor default settings to compromise systems. These passwords 
and settings are well known by hacker communities and are easily determined via public information. 

PCI DSS Control Priority Deep Security & SecureCloud  - Compliancy 

2.2    Develop configuration standards for all system 
components. Assure that these standards address all 
known security vulnerabilities and are consistent with 
industry-accepted system hardening standards. 
Sources of industry-accepted system hardening 
standards may include, but are not limited to: 
- Center for Internet Security (CIS) 
- International Organization for Standardization (ISO) 
- SysAdmin Audit Network Security (SANS) Institute 
- National Institute of Standards Technology (NIST) 

M3 The Trend Micro Deep Security and SecureCloud are supported by product documentation, 
which provides guidelines on Best Practices, and Security Hardening. In addition the Deep 
Security and SecureCloud products, take advantage of the Trend Micro global ActiveUpdate 
server to provide automated security updates to counter new or emerging threats to the 
physical or virtualized environments. Also by querying the Trend Micro Smart Protection 
Network cloud based servers for the latest threat and attack information further threats are 
mitigated. 

The recommendation engine is a framework that exists within Deep Security Manager, which 
allows the system to suggest and automatically assign security configuration. The goal is to 
make configuration of hosts easier and only assign security required to protect that host. Deep 
Security enables users to perform Recommendation Scans against a host environment and 
identify installed application and patch levels along with known application and OS 
vulnerabilities. Deep Security will identify appropriate rules and filters to virtually patch the 
host systems providing immediate protection while vendor patches are being tested and 
deployed 

2.2.1 Implement only one primary function per server to 
prevent functions that require different security levels 
from co-existing on the same server. (For example, 
web servers, database servers, and DNS should be 
implemented on separate servers.) 
 
Note: Where virtualization technologies are in use, 
implement only one primary function per virtual system 
component. 

M3 The Deep Security solution has been tested and validated to the Common Criteria EAL 4 
level. 
The use of the Deep Security Agent on a specific VM or physical machine provides each 
machine with its own firewall. This permits the commingling of servers with different primary 
functions on the same VLAN of within the virtualized host server. Machine configuration 
management complexity will only increase in the future. In the event that a Systems 
Administrator does place an application server in the incorrect zone, the Deep Security with 
the associated Deep Security Agent can mitigate threats in that environment without a major 
reconfiguration process or until the machine is placed in the correct zone.  

2.2.2 Enable only necessary and secure services, protocols, 
daemons, etc., as required for the function of the 
system. 
Implement security features for any required services, 
protocols or daemons that are considered to be 
insecure -- for example, use secured technologies such 
as SSH, S-FTP, SSL, or IPSec VPN to protect insecure 
services such as NetBIOS, file-sharing, Telnet, FTP, 
etc. 

M3 The need for necessary protocols, daemons, and secure services to be identified and enabled 
is important but it is also important to be able to identify any unsecure protocols or processes 
that have been enabled. Deep Security Firewall and DPI functions can alert the systems 
administrators and restrict the usage of unsecure protocols until corrective action is taken.  
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PCI DSS Control Priority Deep Security & SecureCloud  - Compliancy 

2.2.3 Configure system security parameters to prevent 
misuse. 

M3 The Deep Security solution can address this requirement through the use of Firewall and DPI 
rules and filters. The rules and filters can be applied automatically and, in the virtualized 
environment when vMotion takes place, move with the host server. Administration of these 
rules and filters can be controlled through Role Based Access Control assignments of 
restricted roles and privileges. 

2.4    Shared hosting providers must protect each entity's 
hosted environment and cardholder data. These 
providers must meet specific requirements as detailed 
in Appendix A: Additional PCI DSS Requirements for 
Shared Hosting Providers. 

M3 Deep Security provides granular, host-based, protection. DS multi-tenant and RBAC enables 
hosting provider to securely share administrative rights and privileges with their host 
environments. SecureCloud provides ability to encrypt data to ensure separation of data for 
each host environment. 

See following section for detailed Deep Security & SecureCloud Compliancy to PCI DSS 
Appendix A: Additional PCI DSS Requirements for Shared Hosting Providers. 
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PCI.DSSv2-03 

Protect Cardholder Data / Requirement 3: Protect stored cardholder data  

Protection methods such as encryption, truncation, masking, and hashing are critical components of cardholder data protection. If an intruder circumvents other security 
controls and gains access to encrypted data, without the proper cryptographic keys, the data is unreadable and unusable to that person. Other effective methods of 
protecting stored data should be considered as potential risk mitigation opportunities. For example, methods for minimizing risk include not storing cardholder data unless 
absolutely necessary, truncating cardholder data if full PAN is not needed, and not sending unprotected PANs using end-user messaging technologies, such as e-mail and 
instant messaging. 

PCI DSS Control Priority Deep Security & SecureCloud  - Compliancy 

3.1    Keep cardholder data storage to a minimum by 
implementing data retention and disposal policies, 
procedures and processes, as follows. 

3.1.1 Implement a data retention and disposal policy that 
includes: 
-  Limiting data storage amount and retention time to 

that which is required for legal, regulatory, and 
business requirements 

- Processes for secure deletion of data when no 
longer needed 

- Specific retention requirements for cardholder data 
- A quarterly automatic or manual process for 

identifying and securely deleting stored cardholder 
data that exceeds defined retention requirements 

M1 

 

 

M1 

 

SecureCloud supports the protection of cardholder data through retention/deletion/removal of 
encrypted drives containing the cardholder data, and the life cycle management of security 
assets such as cryptographic keys involved in the protection of cardholder data. 

The SecureCloud destroys crypto keys in accordance with a zeroization process that meets 
FIPS PUB 140-2 Section 4.7.6 Key Zeroization.    

3.4    Render PAN unreadable anywhere it is stored 
(including on portable digital media, backup media, and 
in logs) by using any of the following approaches: 

- One-way hashes based on strong cryptography 
(hash must be of the entire PAN) 

- Truncation (hashing cannot be used to replace the 
truncated segment of PAN) 

- Index tokens and pads (pads must be securely 
stored) 

- Strong cryptography with associated key-
management processes and procedures 

Note: It is a relatively trivial effort for a malicious 
individual to reconstruct original PAN data if they have 
access to both the truncated and hashed version of a 
PAN. Where hashed and truncated versions of the 
same PAN are present in an entity’s environment, 
additional controls should be in place to ensure that 
the hashed and truncated versions cannot be 
correlated to reconstruct the original PAN. 

M5 SecureCloud encrypts at the logical volume which can be across multiple drives. 

The protection of a cardholders PAN by encryption on network storage or backup medium is 
supported by SecureCloud, which enables the protection and isolation of such critical data 
stored on physical or virtual drives using real time encryption. The SecureCloud strong 
cryptography is provided  by FIPS 140-2 validated cryptographic module and supported  by 
the Trend Micro, Mobile Armor, Common Criteria, EAL 4 Security Target for the Mobile Armor 
Policy Server and DataArmor 3.1, Validation Report Number:CCEVS-VR-VID10259-2011. 
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PCI DSS Control Priority Deep Security & SecureCloud  - Compliancy 

3.4.1 If disk encryption is used (rather than file- or column-
level database encryption), logical access must be 
managed independently of native operating system 
access control mechanisms (for example, by not using 
local user account databases). Decryption keys must 
not be tied to user accounts. 

M5 SecureCloud encrypts at the logical volume which can be across multiple drives. Logical 
access is managed independently of native operating system access controls and decryption 
keys are not tied to user accounts. 

 

3.5 Protect any keys used to secure cardholder data 
against disclosure and misuse: 

Note: This requirement also applies to key-encrypting 
keys used to protect data-encrypting keys -- such key-
encrypting keys must be at least as strong as the data-
encrypting key. 

M5 The SecureCloud cryptographic operations use FIPS 140-2 validated cryptographic 
implementations. The cryptographic key management operations are enhanced by the use of 
the OASIS Key Management Interoperability Protocol, which is implemented  and establishes 
a single, protocol for the communication between key management systems, providing a 
compatible key management process between systems. In addition, the SecureCloud makes 
use of cryptographic mechanisms that have obtained a Common Criteria EAL4 validation, 
which includes Cryptographic Support Security Functions such as key generation, key access, 
key destruction, and cryptographic operations. 

3.5.1 Restrict access to cryptographic keys to the fewest 
number of custodians necessary. 

M5 The SecureCloud controls management access to cryptographic keys through the use of a 
limited number of roles and restrictions, such as the same account cannot belong to two roles. 
For example, an account with the Security Administrator role cannot also have the Auditor 
role. 

There are a very limited number of accounts with access to crypto key information, they are: 
- Account Administrator:  Manages a group account, which includes assigning users to an 

account based on various roles, controls device encryption keys, and has full functionality 
for all other Web Console operations, except for log deletion, device key export and 
generate report with device key information. 

- Security Administrator: Provides the ability to audit and manage device key information, 
which includes device key export and generate reports for device key information. 

- Data Analyst: Provides full report functionality with log functionality limited to read-only 
access.  No other functionality is supported. 

- Auditor: Provides full report and log functionality, including log deletion. All other 
functionality is limited to read-only access. 

- Key Approver: Provides functionality to deny or approve key requests. Policy, Image, and 
device functionality is limited to read-only access. No other functionality is supported. 
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PCI DSS Control Priority Deep Security & SecureCloud  - Compliancy 

3.5.2 Store cryptographic keys securely in the fewest 
possible locations and forms. 

M5 Cryptographic key storage and locations are kept to a minimum by storing cryptographic keys 
in the SecureCloud Server database under the control of a database encryption key or the 
SecureCloud Key Server through an interface using the KMIP if an external to SecureCloud 
key management process is used.  

The database encryption key encrypts the database where the device encryption key is 
stored. The database encryption key is initialized at the installation of the first instance of the 
Management Server. A user selected passphrase or a generated passphrase can be used for 
the database encryption key, and key back up is possible. 

The passphrase is needed to import the backed up data encryption key. Importation of the 
data encryption key backup is required in order to restore a corrupt database encryption key. 
There is also a need to import the data encryption key backup to give any additional 
Management Servers access to the device encryption key database. 

3.6    Fully document and implement all key-management 
processes and procedures for cryptographic keys used 
for encryption of cardholder data, including the 
following: 
Note: Numerous industry standards for key 
management are available from various resources 
including NIST, which can be found at 
http://csrc.nist.gov. 

3.6.1 Generation of strong cryptographic keys 

M5 The key management processes and procedures used by SecureCloud are fully documented 
in the Mobile Armor EAL 4 Common Criteria, Security Target, Mobile Armor DataArmor & 
PolicyServer v3.1.  

The key management processes and procedures used with the Key Management 
Interoperability Protocol (KMIP) for interfacing to external key management systems are fully 
documented in the KMIP Specification Version 1.0, 15 Jun 2010. 

The Trend Micro Security Module generates cryptographic keys in accordance with the 
cryptographic key generation algorithm ANSI X9.31 RNG and cryptographic key sizes AES 
256 bits that meet the FIPS 140-2, Section 4.7.2 Key Generation. 

3.6.2 Secure cryptographic key distribution M5 The SecureCloud solution ensures that cryptographic keys are securely distributed through 
various mechanisms including establishing an SSL session with the SecureCloud key 
manager. Establishing a private session with a separate session key over SSL. This is 
performed in case the SSL connection is compromised. In doing so, even if the SSL session 
is compromised the communication between the agent and key server is still encrypted. 

SecureCloud through the KMIP interface to other key management subsystems carries out 
the cryptographic key distribution in accordance with the KMIP Specification Version 1.0 15 
Jun 2010. 

Utilizing SecureCloud to validate the identity and integrity of the environment prior to releasing 
the encryption keys. 

3.6.3 Secure cryptographic key storage M5 The SecureCloud solution supports applications which require the secure storage of 
cryptographic keys through the use of the Trend Micro Security Module (the Mobile Armor 
Cryptographic Module 3.5 FIPS 140-2 Level 2), which provides cryptographic support for the 
SecureCloud solution. Details of the Trend Micro Security Module FIPS 140-2 Level 2 
Security Policy can be obtained at: http://csrc.nist.gov/groups/STM/cmvp/documents/140-
1/140sp/140sp1123.pdf 
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PCI DSS Control Priority Deep Security & SecureCloud  - Compliancy 

3.6.4 Cryptographic key changes for keys that have reached 
the end of their cryptoperiod (for example, after a 
defined period of time has passed and/or after a certain 
amount of cipher-text has been produced by a given 
key), as defined by the associated application vendor 
or key owner, and based on industry best practices and 
guidelines (for example, NIST Special Publication 800-
57). 

M5 SecureCloud supports the control of cryptographic key cryptoperiods through the guidelines 
provided by NIST SP800-57. In addition if SecureCloud revokes an encryption key, there is an 
opportunity to make the instance compliant with the policy rules and receive the encryption 
key back. But even before SecureCloud revokes the encryption key of an offending instance, 
the application can provide a grace period, where the key is not revoked for a time and you 
are warned that the instance is in violation of the device policy rules. 

3.6.5 Retirement or replacement (for example, archiving, 
destruction, and/or revocation) of keys as deemed 
necessary when the integrity of the key has been 
weakened (for example, departure of an employee with 
knowledge of a clear-text key), or keys are suspected 
of being compromised. 
 
Note: If retired or replaced cryptographic keys need to 
be retained, these keys must be securely archived (for 
example, by using a key encryption key). Archived 
cryptographic keys should only be used for 
decryption/verification purposes. 

M5 Retirement and replacement of cryptographic keys is supported by the SecureCloud usage of 
the Trend Micro Security Module 3.5 and the published FIPS 140-2 Level 2 Security Policy. 
With respect to key revocation when SecureCloud revokes an encryption key, there is an 
opportunity to make the instance compliant with the policy rules and receive the encryption 
key back. But even before SecureCloud revokes the encryption key of an offending instance, 
the application can provide a grace period where the key is not revoked for a time and there is 
a warning that the instance is in violation of the device policy rules. 

3.6.6 If manual clear-text cryptographic key management 
operations are used, these operations must be 
managed using split knowledge and dual control (for 
example, requiring two or three people, each knowing 
only their own key component, to reconstruct the whole 
key). 
 
Note: Examples of manual key management 
operations include, but are not limited to: key 
generation, transmission, loading, storage and 
destruction. 

M5 The SecureCloud supports the restricting of cryptographic operations that can be carried out 
by limiting personnel to specific roles as outlined in the Trend Micro Security Module FIPS 
140-2 Level 2 Security Policy #1123 based on the Mobile Armor Cryptographic Module 3.5. 
This supports two roles, the Crypto Officer and the User; there is no Maintenance role. The 
module relies on the operational environment authentication to distinguish the role an operator 
should have. The module assigns the Crypto Officer role to an operating system account with 
the username maco (Mobile Armor Crypto Officer). The maco user must be an administrator, 
but only the maco account is assigned the Crypto Officer role. All other users are 
automatically assigned to the User role. 

3.6.7 Prevention of unauthorized substitution of 
cryptographic keys. 

M5 To prevent the usage of unauthorized crypto keys by substitution the SecureCloud solution 
makes use of integrity and monitoring of critical security assets in the physical or virtual 
environment. The use of the Trend Micro Security Module enhances this capability by always 
being distributed in binary form to discourage unauthorized access or modification to source. 
Additionally, a software integrity check is run when the modules are loaded to help ensure that 
the code has not been accidentally or ineptly modified from its validated configuration. 
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PCI.DSSv2-04 

Protect Cardholder Data / Requirement 4: Encrypt transmission of cardholder data across open, public networks  

Sensitive information must be encrypted during transmission over networks that are easily accessed by malicious individuals. Misconfigured wireless networks and 
vulnerabilities in legacy encryption and authentication protocols continue to be targets of malicious individuals who exploit these vulnerabilities to gain privileged access to 
cardholder data environments. 

PCI DSS Control Priority Deep Security & SecureCloud  - Compliancy 

4.1    Use strong cryptography and security protocols (for 
example, SSL/TLS, IPSEC, SSH, etc.) to safeguard 
sensitive cardholder data during transmission over 
open, public networks. 
Examples of open, public networks that are in scope of 
the PCI DSS include but are not limited to: 
- The Internet 
- Wireless technologies, 
- Global System for Mobile communications (GSM) 
- General Packet Radio Service (GPRS). 

M2 SecureCloud address this requirement for encryption of data over open and public networks 
by ensuring that sensitive data, such as cardholder data, is protected during transmission 
using strong cryptography and security protocols. Where data is particularly sensitive  double 
encryption is implemented using an encryption tunnel within the SSL protocol. Establishing a 
private session with a separate session key over SSL. This is performed in case the SSL 
connection is compromised. In doing so, even if the SSL session is compromised the 
communications is still encrypted. 

HTTPS network communications are established between the SecureCloud system and third 
party products. 
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PCI.DSSv2-05 

Maintain a Vulnerability Management Program / Requirement 5: Use and regularly update anti-virus software or programs  

Malicious software, commonly referred to as "malware" ..including viruses, worms, and Trojans enters the network during many business-approved activities including 
employee e-mail and use of the Internet, mobile computers, and storage devices, resulting in the exploitation of system vulnerabilities. Anti-virus software must be used on 
all systems commonly affected by malware to protect systems from current and evolving malicious software threats. 

PCI DSS Control Priority Deep Security & SecureCloud  - Compliancy 

5.1    Deploy anti-virus software on all systems commonly 
affected by malicious software (particularly personal 
computers and servers). 

M2 The Deep Security solution provides the ability to safeguard against malware in personal 
computers and servers using a multi layer approach, which includes the deployment and 
management of the anti-virus packages in physical or virtualized environments. In the 
virtualized environment the anti virus capability can be controlled at the hypervisor level to 
ensure efficient resource utilization of the virtualization host server. The multi layer approach 
is developed by using anti -virus protection working in conjunction with the Deep Security 
deep packet inspection, sophisticated attempts to place malware within the virtual or physical 
server environment can be mitigated.   

5.1.1 Ensure that all anti-virus programs are capable of 
detecting, removing, and protecting against all known 
types of malicious software. 

M2 Deep Security upon detection of a file based virus performs actions as specified by the 
Administrator. The actions are configurable on a virtual machine through the Deep Security 
Agent or at the hypervisor level through the use of the Deep Security Virtual Appliance. 
Typical actions are to: 
- Clean the virus from the file, 
- Quarantine the file, 
- Delete the file. 

5.2    Ensure that all anti-virus mechanisms are current, 
actively running, and generating audit logs. 

M2 The Deep Security Deep Packet Inspection modules and Anti-Virus/Malware mechanisms are 
capable from machine startup to generate audit logs and ensuring that the anti-virus 
mechanisms are always current, and active. Trend Micro’s Deep Security Antimalware 
software makes use of the Trend Micro Smart Protection Network in order to provide near 
real-time access to known malicious malware. 
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PCI.DSSv2-06 

Maintain a Vulnerability Management Program / Requirement 6: Develop and maintain secure systems and applications  

Unscrupulous individuals use security vulnerabilities to gain privileged access to systems. Many of these vulnerabilities are fixed by vendor-provided security patches, 
which must be installed by the entities that manage the systems. All critical systems must have the most recently released, appropriate software patches to protect against 
exploitation and compromise of cardholder data by malicious individuals and malicious software. 

PCI DSS Control Priority Deep Security & SecureCloud  - Compliancy 

6.2    Establish a process to identify and assign a risk 
ranking to newly discovered security vulnerabilities. 
 
Notes: 
- Risk rankings should be based on industry best 

practices. For example, criteria for ranking “High” 
risk vulnerabilities may include a CVSS base score 
of 4.0 or above, and/or a vendor-supplied patch 
classified by the vendor as “critical” and/or a 
vulnerability affecting a critical system component. 

- The ranking of vulnerabilities as defined in 6.2.a is 
considered a best practice until June 30, 2012, after 
which it becomes a requirement. 

M3 Deep Security provides DPI rules and filters for known vulnerabilities that can be automatically 
downloaded and applied to host systems. Deep Security enables users to perform 
Recommendation Scans against a host environment and identify, installed application and 
patch levels along with known application and OS vulnerabilities. Deep Security will identify 
appropriate rules and filters to virtually patch the host systems providing immediate protection 
while vendor patches are being tested and deployed. 
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PCI DSS Control Priority Deep Security & SecureCloud  - Compliancy 

6.3    Develop software applications (internal and external, 
and including web-based administrative access to 
applications) in accordance with PCI DSS (for 
example, secure authentication and logging), and 
based on industry best practices. Incorporate 
information security throughout the software 
development life cycle. These processes must include 
the following: 

6.3.2 Review of custom code prior to release to production or 
customers in order to identify any potential coding 
vulnerability. 
 
Note: This requirement for code reviews applies to all 
custom code (both internal and public-facing), as part 
of the system development life cycle. 
Code reviews can be conducted by knowledgeable 
internal personnel or third parties. Web applications are 
also subject to additional controls, if they are public 
facing, to address ongoing threats and vulnerabilities 
after implementation, as defined at PCI DSS 
Requirement 6.6. 

M3 

 

 

 

 

M3 

The Deep Security solution has been tested and validated to the Common Criteria EAL 4 level. 
The EAL 4 assurance level ensures that the product has been methodically designed, tested, 
and reviewed. The analysis was supported by independent testing of Deep Security, evidence 
of developer testing based on the functional specification and Deep Security design, selective 
independent confirmation of the developer test results, and a vulnerability analysis (based upon 
the functional specification, Deep Security design, implementation representation, security 
architecture description and guidance evidence provided) demonstrating resistance to 
penetration attackers with an Enhanced-Basic attack potential. 

EAL4 evaluation also provides assurance through the use of development environment 
controls and additional Deep Security configuration management including automation, and 
evidence of secure delivery procedures. 

The SecureCloud, Runtime Agents and Management Servers solution is developed from the 
Mobile Armor, DataArmor and Policy Server. DataArmor is designed to provide automatic 
encryption of all data stored in persistent storage, traditionally called "data-at-rest" using a 
FIPS 140-2-validated cryptographic module. The DataArmor and Policy Server have been 
tested and evaluated at the Common Criteria EAL 4 level. 

The EAL 4 assurance level ensures that the product has been methodically designed, tested, 
and reviewed. The analysis was supported by independent testing, evidence of developer 
testing based on the functional specification and design, selective independent confirmation of 
the developer test results, and a vulnerability analysis (based upon the functional specification, 
design, implementation representation, security architecture description and guidance evidence 
provided) demonstrating resistance to penetration attackers with an Enhanced-Basic attack 
potential. EAL4 also provides assurance through the use of development environment controls 
and additional configuration management including automation, and evidence of secure 
delivery procedures. 

6.4    Follow change control processes and procedures for all 
changes to system components. The processes must 
include the following: 

6.4.1 Separate development/test and production 
environments 

M3 

 

M3 

Deep Security’s Integrity Monitoring feature supports the enforcement of change control 
process by identifying and alerting auditors to changes to system files. 

The Deep Security solution can enhance the separation of the development, test, and 
production environment in the virtualized and physical environments through the 
implementation of the Deep Security Firewall module. The zone separation of the development 
and test environments especially in a virtualized environment can be complex and lead to 
inadvertent connections being made through the management and data networks. The Deep 
Security Virtualized Appliance can reduce the complexity and prevent configuration errors 
either occurring or going unnoticed through the integration of the firewall security controls and 
the hypervisor of a host virtualization server. 
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PCI DSS Control Priority Deep Security & SecureCloud  - Compliancy 

6.4.5 Change control procedures for the implementation of 
security patches and software modifications. 
Procedures must include the following: 

6.4.5.4 Back-out procedures. 
 

M6 

 

M6 

Deep Security enables administrators to easily apply and remove DPI rules and filters used to 
virtually patch known vulnerabilities. DPI rules and filters can also be deployed in detect only 
mode allowing administrators to monitor alerts and performance before switching to prevent 
mode. Once a system has been physically patched with a vendor’s recommended patch, the 
Recommendation scan will identify which DPI rules and filters can safely be removed and 
allows administrators to easily remove individual rules and filters or all at the same time across 
multiple systems. 

DPI rules and filters can be deployed in detect only mode for testing and if required can be 
backed-out without any impact to network or systems. 

6.5    Develop applications based on secure coding 
guidelines. Prevent common coding vulnerabilities in 
software development processes, to include the 
following: 
Note: The vulnerabilities listed at 6.5.1 through 6.5.9 
were current with industry best practices when this 
version of PCI DSS was published. However, as 
industry best practices for vulnerability management 
are updated (for example, the OWASP Guide, SANS 
CWE Top 25, CERT Secure Coding, etc.), the current 
best practices must be used for these requirements. 

6.5.1 Injection flaws, particularly SQL injection. Also consider 
OS Command Injection, LDAP and XPath injection 
flaws as well as other injection flaws. 

M3 

 

 

 

 

 

 

 

M3 

Deep Security includes DPI rules and filters that can identify and prevent vulnerabilities caused 
by common coding vulnerabilities such as SQL and other injection flaws. 

In the event that poor coding practice has flaws which permit injection attacks to be carried out, 
such as SQL injection, Deep Security using the Deep Packet Inspection capability can analyze, 
assess, and counter this type of attack in real time. 

6.5.3 Insecure cryptographic storage M3 The use of SecureCloud with it's associated FIPS 140-2 level 2 certified Security Module 
provides support for satisfying this requirement, ensuring that any crypto key used for the full 
disk encryption either in the physical or virtualized environments remains secure throughout the 
crypto processes and key management functions. 

6.5.4 Insecure communications M3 In the event that coding errors or poor implementation practices permit "insecure" 
communications. The Deep Security solution can carry out deep packet inspection of security 
communications protocols, such as SSL to mitigate the effects of the insecure communications.

The SecureCloud solution can mitigate damages incurred by the use of insecure 
communications (use of self signed certificates) through such techniques as SSL tunneling 
where the data is particularly sensitive, and even a breakdown in the SSL protocol can be 
controlled. 

6.5.5 Improper Error Handling M3 Deep Security and SecureCloud have both been validated to a Common Criteria EAL4 level 
and as such all error handling has been tested and verified to be correctly handled 
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PCI DSS Control Priority Deep Security & SecureCloud  - Compliancy 

6.5.6 All "High" vulnerabilities identified in the vulnerability 
identification process (as defined in PCI DSS 
Requirement 6.2). 
 
Note: This requirement is considered a best practice 
until June 30, 2012, after which it becomes a 
requirement. 

M3 Deep Security assists with the rating and countering of vulnerabilities such as Cross Site 
Scripting and SQL Injection rules, which are configured to catch attacks by the customizing of 
smart filter rules, which can be modified to select the rating of the vulnerability. This also 
assists with the reduction in specific resources that are causing false positives. Both these 
rules are smart filters and can be custom configured for web servers. 

Note: Requirements 6.5.7 through 6.5.9, below, apply 
to web applications and application interfaces (internal 
or external): 

6.5.7 Cross-site scripting (XSS) 
 

 

 

M3 

Web application protection rules defend against cross-site scripting attacks, and other Web 
application vulnerabilities, and shield these vulnerabilities until code fixes can be completed. 

6.5.9 Cross-site request forgery (CSRF) M3 Attackers will typically need a Cross-Site Scripting (XSS) attack to go hand-in-hand with CSRF 
to give attackers an idea of what data/command to send on the forged request and Deep 
Security provides web application rules that protect against Cross-Site Scripting attacks.  

6.6    For public-facing web applications, address new 
threats and vulnerabilities on an ongoing basis and 
ensure these applications are protected against known 
attacks by either of the following methods: 
- Reviewing public-facing web applications via 

manual or automated application vulnerability 
security assessment tools or methods, at least 
annually and after any changes 

- Installing a web-application firewall in front of 
public-facing web applications 

M3 Web application protection rules defend against SQL injection attacks, cross-site scripting 
attacks, and other physical and virtualized web application vulnerabilities, and shields these 
vulnerabilities until code fixes can be completed. Deep Security also protects against 
vulnerabilities in the operating system and web physical and virtual infrastructure. Deep 
Security Integrity Monitoring and Log Inspection modules provide immediate insight into 
suspicious activity that might be occurring in a physical or virtualized web environment. 
Monitoring and detecting suspicious behavior is a key element in identifying data breach 
attempts. 

Deep Security enables organizations to perform Recommendation Scans against a host 
environment and identify installed application and patch levels along with known application 
and OS vulnerabilities. Deep Security will identify appropriate rules and filters to virtually patch 
the host systems providing immediate protection while vendor patches are being tested and 
deployed. 
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PCI.DSSv2-10 

Regularly Monitor and Test Networks / Requirement 10: Track and monitor all access to network resources and cardholder data  

Logging mechanisms and the ability to track user activities are critical in preventing, detecting, or minimizing the impact of a data compromise. The presence of logs in all 
environments allows thorough tracking, alerting, and analysis when something does go wrong. Determining the cause of a compromise is very difficult, if not impossible, 
without system activity logs. 

PCI DSS Control Priority Deep Security & SecureCloud  - Compliancy 

10.1  Establish a process for linking all access to system 
components (especially access done with administrative 
privileges such as root) to each individual user. 

M4 Both Deep Security and SecureCloud provide support for satisfying this requirement. 

Deep Security solution uses Role-based access, which allows multiple Users, each with 
different sets of access and editing rights, to edit and monitor different aspects of the system 
and receive information appropriate to them. Digital signatures are used to authenticate system 
components and verify the integrity of rules. Session encryption protects the confidentiality of 
information exchanged between components. 

The SecureCloud solution assigns user roles to determine the level of functionality a user has in 
SecureCloud.  User roles are used both in the Central Management Console and the Web 
Console. Since the Central Management Console is used to manage all the accounts within the 
enterprise, the System Administrator role, which offers unlimited functionality, is the only role 
offered in this console. The System Administrator can create a group account, and then assign 
an Account Administrator to the group account. 
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PCI DSS Control Priority Deep Security & SecureCloud  - Compliancy 

10.2  Implement automated audit trails for all system 
components to reconstruct the following events: 

10.2.1 All individual accesses to cardholder data 

10.2.2 All actions taken by any individual with root or 
administrative privileges 

10.2.3 Access to all audit trails 

10.2.4 Invalid logical access attempts 

10.2 5 Use of identification and authentication mechanisms 

10.2.6 Initialization of the audit logs 

10.2.7 Creation and deletion of system-level objects 

M4 

 

M4 

 

M4 

M4 

M4 

M4 

M4 

As support to satisfying this requirement the Deep Security audit capability provides automated 
audit data to reconstruct events at the individual access level based on: Date and time of the 
event, type of event, subject identity, and the outcome (success or failure) of the event. As 
further support to complying with this requirement Deep Security is able to generate an audit 
record of organization defined auditable events, including actions taken by administrative or 
privileged user, access to audit records, any invalid access attempts, all use of the user 
identification and authentication mechanisms, start-up and initialization of the audit function, and 
the creation and deletion of security objects. The Deep Security Log Inspection function 
augments this requirement by monitoring application or systems logs, defined by log inspection 
rules. If an event with the relevant severity level is detected, a copy of the event is uploaded to 
the Deep Security Manager where further analysis or forwarding of the event to a SEIM can 
take place. 

The SecureCloud solution provides support for automated audit trails and all actions taken by 
individuals with access to cardholder data on the Management Server and the SecureCloud 
Agent on virtual or physical machines.  

As further support for compliancy with these requirements SecureCloud solution has the ability 
to record system events, including administrator actions, from the Management Server, the 
Runtime Agent and the Central Management Console. The events recorded for reconstruction 
purposes include date and time of account creation; record of machine image group creation, 
removal, modification, record of successful user account login, record of failed user account 
login attempts, key actions (approval [Manual/auto]/deny/pending), system settings changed, 
and creation and deletion of system level objects. 

Access to the audit trail records is controlled and limited to two users within the SecureCloud 
solution, namely the SecureCloud Security Administrator who has the ability to audit and 
manage device key information, which includes device key export and generate reports for 
device key information. The SecureCloud Auditor can provide full report and log functionality, 
including log deletion. All other functionality is limited to read-only access. The audit events 
captured by the Management server, Runtime Agent and the Central Management Server 
ensure that any access to the audit trail records is recorded. 
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PCI DSS Control Priority Deep Security & SecureCloud  - Compliancy 

10.3  Record at least the following audit trail entries for all 
system components for each event: 

10.3.1 User identification 

10.3.2 Type of event 

10.3.3 Date and time 

10.3.4 Success or failure indication 

10.3.5 Origination of event 

10.3.6 Identity or name of affected data, system component, or 
resource. 

M4 

 

M4 

M4 

M4 

M4 

M4 

M4 

Deep Security provides support for satisfying this requirement and is able to generate an audit 
record of the following auditable events, which includes the user identification, type of event , 
date and time, success or failure, origination of the event, and identity or name of affected data, 
system component, or resource associated with an event. 

SecureCloud supports compliance with this requirement as part of the audit trail capability. 
SecureCloud logs system events from the Management Server, the Runtime Agent, and events 
triggered in the Management Server by the Central Management Console, including User 
Identification, and system events from the Management Server: 
- Date and time of the Management Server start-up 
- Date and time of the Management Server shutdown 
- Date and time of account creation 
- Record of machine image group creation, removal, modification 
- Record of successful user account login 
- Record of failed user account login attempts 
- User activity in the Management Server Web Console (date, time, and user) 
- Policy creation/deletion/edits. 
- Key actions (approval [Manual/auto]/deny/pending) 
- Report actions (generate/configuration/deletion) 
- Agent actions (register/delete instance) 
- Device actions (register/delete/clone) 
- System settings changed 

System events sent to the Management Server from the Runtime Agent: 
- Agent ID, volume ID, date & time of device key request and resulting action. 
- Agent ID, date & time of Agent image boot-up and shutdown 
- Date & time of virtual image's boot-up and shutdown 

System events triggered in the Management Server by the Central Management Console: 
- Notifications 
- Licensing 
- User management 

10.5 Secure audit trails so they cannot be altered. 

10.5.1 Limit viewing of audit trails to those with a job-related 
need. 

10.5.2 Protect audit trail files from unauthorized modifications. 

M4 

M4 

 

M4 

Deep Security has been validated to the Common Criteria EAL4 assurance level that it protects 
the stored audit records from unauthorized deletion and is able to detect modifications to the 
audit records. Ensures that the previously recorded audit records are maintained either due to a 
system failure or attack. 

Deep Security provides explicitly privileged authorized administrators with the capability to read 
audit information for which they have been granted access to from the audit records.  

The SecureCloud solution support the limiting of who can view audit trails by roles to the 
SecureCloud Security Administrator who has the ability to audit and manage device key 
information, including device key export and generate reports for device key information.  The 
SecureCloud Auditor can provide full report and log functionality, including log deletion. All other 
functionality is limited to read-only access.. 
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PCI DSS Control Priority Deep Security & SecureCloud  - Compliancy 

10.5.3 Promptly back up audit trail files to a centralized log 
server or media that is difficult to alter. 

M4 Both the Deep Security Agent and Deep Security Manager can send events to a centralized 
syslog server. The DSM can send events to the syslog server when they equal or exceed a 
specified severity level. 

10.5.4 Write logs for external-facing technologies onto a log 
server on the internal LAN. 

M4 Deep Security supports compliance with this requirement through the Log Inspection module 
and rules optimized for the identification of important security events buried in multiple log 
entries. These events can be sent to a security information and event management (SIEM) 
system, or centralized logging server on the internal LAN for correlation, reporting, and 
archiving.  

10.5.5  Use file-integrity monitoring or change-detection 
software on logs to ensure that existing log data cannot 
be changed without generating alerts (although new 
data being added should not cause an alert).  

M4 The Deep Security Solution supports and enhances compliance with this requirement by use of 
the Integrity Monitoring module which will detect any changes that happen to critical system 
objects. Integrity Monitoring monitors critical system objects such as files, folders, registry 
entries, processes, services, and listening ports. Baselines are created when the integrity rule is 
assigned. The baseline snapshot is stored in the Deep Security Agent as a SQLLite file which is 
uploaded to the Deep Security Manager. When an integrity event occurs with a rule that has the 
alert feature enabled an alert will be generated. The Deep Security Manager creates a record of 
the alert event, which is displayed in the Integrity Monitoring Events display to the Administrator. 
Changes to the Deep Security Agent's own database file are ignored regardless of the rule 
settings.  

The integration of Deep Security within the SecureCloud solution provides this capability to the 
SecureCloud environment. 

10.6    Review logs for all system components at least daily. 
Log reviews must include those servers that perform 
security functions like intrusion-detection system (IDS) 
and authentication, authorization, and accounting 
protocol (AAA) servers (for example, RADIUS). 
 
Note: Log harvesting, parsing, and alerting tools may be 
used to meet compliance with Requirement 10.6. 

M4 The review of log files is supported by Deep Security through the use of automation with the Log 
Inspection Module, which carries out in pseudo real time the identification of important security 
events and displays them to administrators. The Deep Security solution implements Intrusion 
Detection in the virtual and physical environments all Intrusion Detection events are 
communicated to the administrators.  

SecureCloud assists with the review of logs generated by SecureCloud. These logs contain 
information on all the system events from the Management Server, the Central Management 
Console, and the Runtime Agents, and can be reviewed and queried  based on configurable 
information such as date range and log events types (Agent Events; Key Action Events; Policy 
Events; and User Events). All log data can be exported to a CSV file for review in other 
applications. 
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PCI DSS Control Priority Deep Security & SecureCloud  - Compliancy 

10.7    Retain audit trail history for at least one year, with a 
minimum of three months immediately available for 
analysis (for example, online, archived, or restorable 
from back-up). 

M4 The Deep Security solution supports satisfying this overall systems requirement by use of the 
Log retention and management function. There are different types of logs stored in the Deep 
Security Manager database. 
- AntiMalware logs 
- Firewall logs 
- DPI logs 
- Integrity Monitoring logs 
- Log Inspection logs 
- System Events 

It is recommended to delete logs older than 7 days. For audit purposes, it is necessary to store 
logs longer than usual. However if the requirement is to keep the logs, it is recommended use 
third party SIEM products. To prevent an excessive number of log files accumulating make sure 
that log purge is enabled in Deep Security Manager and log deletion is configured. Note that the 
bigger the database, SQL related queries can often times slow down in relation to the size of the 
database, so purge logs as much as possible and keep only the logs required. 

SecureCloud addresses this requirement through Log Maintenance. Log Maintenance involves 
deleting unwanted logs: 
- Specify the delete logs based on age or delete all logs. 
- Delete logs older than field accepts values from 1 to 365 days. 90 days is the default value. 
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PCI.DSSv2-11 

Regularly Monitor and Test Networks / Requirement 11: Regularly test security systems and processes.  

Vulnerabilities are being discovered continually by malicious individuals and researchers, and being introduced by new software. System components, processes, and 
custom software should be tested frequently to ensure security controls continue to reflect a changing environment. 

PCI DSS Control Priority Deep Security & SecureCloud  - Compliancy 

11.2    Run internal and external network vulnerability 
scans at least quarterly and after any significant 
change in the network (such as new system 
component installations, changes in network 
topology, firewall rule modifications, product 
upgrades). 
 
Note: It is not required that four passing quarterly 
scans must be completed for initial PCI DSS 
compliance if the assessor verifies 1) the most 
recent scan result was a passing scan, 2) the entity 
has documented policies and procedures requiring 
quarterly scanning, and 3) vulnerabilities noted in 
the scan results have been corrected as shown in a 
re-scan. For subsequent years after the initial PCI 
DSS review, four passing quarterly scans must 
have occurred. 

M2 Deep Security can support an overall systems solution, in the physical or virtual environment, 
with this requirement through the implementation of the Recommendation Scan functionality. The 
recommendation engine is a framework that exists within Deep Security Manager, which allows 
the system to suggest and automatically assign security configurations. The goal is to make 
configuration of hosts easier and only assign security required to protect that host. 

 

11.4    Use intrusion-detection systems, and/or intrusion-
prevention systems to monitor all traffic at the 
perimeter of the cardholder data environment as 
well as at critical points inside of the cardholder 
data environment, and alert personnel to suspected 
compromises. 
Keep all intrusion-detection and prevention 
engines, baselines, and signatures up-to-date. 

M2 Deep Security through the implementation of Deep Packet Inspection provides an IDS/IPS 
capability, which protects operating systems, commercial off-the-shelf applications, and custom 
web applications against attacks such as SQL injection and cross-site scripting.  

Security updates that provide protection against newly discovered vulnerabilities are 
automatically delivered to host machines. 

Detailed event records are produced, which provide valuable information, including the source of 
the attack, the time, and what the potential intruder was attempting to exploit.  

The Deep Packet Inspection module is available in both the Deep Security Agent and Deep 
Security Appliance for VMware ESX/ESXi. 
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PCI DSS Control Priority Deep Security & SecureCloud  - Compliancy 

11.5    Deploy file-integrity monitoring tools to alert 
personnel to unauthorized modification of critical 
system files, configuration files, or content files; and 
configure the software to perform critical file 
comparisons at least weekly. 
 
Note: For file-integrity monitoring purposes, critical 
files are usually those that do not regularly change, 
but the modification of which could indicate a 
system compromise or risk of compromise. File-
integrity monitoring products usually come pre-
configured with critical files for the related operating 
system. Other critical files, such as those for 
custom applications, must be evaluated and 
defined by the entity (that is, the merchant or 
service provider). 

M4 Deep Security provides compliance to this requirement through the implementation of the 
Integrity Monitoring module, which monitors critical system objects such as files, folders, registry 
entries, processes, services, and listening ports. Also the addition, modification, or deletion of 
Windows registry keys and values, access control lists, or web site files. Integrity Monitoring 
compares the current condition of a monitored object with an existing baseline. When an integrity 
event occurs with a rule that has the alert feature enabled an alert will be generated. The Deep 
Security Manager (DSM) creates a record of the alert event, which is displayed in the Integrity 
Monitoring Events display to the Administrator.  
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PCI.DSSv2-12 

Maintain an Information Security Policy / Requirement 12: Maintain a policy that addresses information security for all personnel.  

A strong security policy sets the security tone for the whole entity and informs personnel what is expected of them. All personnel should be aware of the sensitivity of data 
and their responsibilities for protecting it. For the purposes of Requirement 12, "personnel" refers to full-time and part-time employees, temporary employees, contractors 
and consultants who are "resident" on the entity's site or otherwise have access to the cardholder data environment. 

PCI DSS Control Priority Deep Security & SecureCloud  - Compliancy 

12.5    Assign to an individual or team the following 
information security management responsibilities: 

12.5.5 Monitor and control all access to data. 

M6 The Deep Security and SecureCloud solutions provide mechanisms to enable compliance and 
enforcement of this requirement. Deep Security provides the functionality to monitor and assess 
security alerts, and through the Smart Protection Network provides the functionality to mitigate 
security breaches, including zero day attack, until the appropriate vendor security patch is 
released. The Deep Security solution also provides the ability to administer user accounts and 
monitor access to data. Used with the cryptography of the SecureCloud solution access to data 
can be controlled in the virtual machine and storage networks. 

12.9.5 Include alerts from intrusion-detection, intrusion-
prevention, and file-integrity monitoring systems. 

M4 The Deep Security solution assists in meeting the requirements, in the physical or virtual 
environments by providing alerts related to intrusion detection and intrusion protection through 
the deep packet inspection module, and providing alerts associated with file integrity through the 
Integrity Monitoring module. 
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PCI.DSSv2-A 

Additional Requirements for Shared Hosting Providers / Requirement A.1: Shared hosting providers must protect the cardholder data environment  

As referenced in Requirement 12.8, all service providers with access to cardholder data (including shared hosting providers) must adhere to the PCI DSS. In addition, 
Requirement 2.4 states that shared hosting providers must protect each entity's hosted environment and data. Therefore, shared hosting providers must additionally comply 
with the requirements in this Appendix. 

PCI DSS Control Priority Deep Security & SecureCloud  - Compliancy 

A.1.1  Ensure that each entity only runs processes that have access 
to that entity's cardholder data environment. 

M3 SecureCloud enables the protection and isolation of cardholder data stored on 
physical or virtual drives using real-time encryption. It works with any of the following: 

- Cloud space that is rented from commercial Cloud Service Providers (CSPs). 
- Private Cloud space that a company implements. 
- Physical and virtual systems deployed in data centers. 
- Implementations that combine these environments. 

A.1.2  Restrict each entity's access and privileges to its own 
cardholder data environment only. 

M3 Deep Security can be used to ensure that each entity only runs processes that have 
access to that entity’s cardholder data environment through the enforcement of 
firewall and virtual zoning policies. 

SecureCloud provides access and privilege controls to the cardholder data in the 
Cloud Space, Private Cloud , or company owned physical and virtualized 
environments by encryption keys that are stored on separate servers that can be 
hosted in various locations, including the different geographic regions to further 
decrease the probability that both the encrypted data and the encryption keys are 
compromised. 

A.1.3  Ensure logging and audit trails are enabled and unique to each 
entity's cardholder data environment and consistent with PCI 
DSS Requirement 10. 

M3 SecureCloud and Deep Security provide audit and logging capabilities which are 
consistent with the PCI DSS Requirement 10. 

A.1.4  Enable processes to provide for timely forensic investigation in 
the event of a compromise to any hosted merchant or service 
provider. 

M3 Deep Security provides support for timely investigation and mitigation through the 
Smart Protection Network and TrendLabs. TrendLabs carries out all virus research 
and case analysis for Trend Micro and its customers. It designs and tests virus pattern 
files and refines the scan engine to keep Trend Micro technology up to date and 
effective against the latest threats. During virus outbreaks, TrendLabs implements 
strict "Red Alert" escalation procedures to notify users and produce cures as quickly 
as possible. Trend Micro's virus doctors, usually develop an initial "fix" for a major new 
virus in 45 minutes or less. 
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PCI.DSSv2VG-01 

Virtualization / Install and maintain a firewall configuration to protect cardholder data  

1.1  Establish firewall and router configuration standards. 

1.2  Build firewall and router configurations that restrict connections between untrusted networks and system components in the CDE. Note:  An "untrusted network" is any 
network that is external to the networks belonging to the entity, and/or which is out of the entity's ability to control or manage. 

1.3  Prohibit direct public access between the Internet and any system component in the CDE. 
1.4  Install personal firewall software on any mobile and/or employee-owned computers with direct connectivity to the Internet, which are used to access the organization' 

network. 

PCI DSS Control Deep Security & SecureCloud  - Compliancy 

VG 1.C1  Due to the complexity of virtual environments, examination 
of multiple virtual layers may be needed to ensure that all 
components and data flows are identified. For example: 
- Virtual firewalls and routers could be embedded within 

the hypervisor, or could be implemented as virtual 
network devices or virtual appliances. 

- Similarly, virtual network connections could exist 
within a host, between hosts, and between a host and 
the physical network. 

- Inbound and outbound traffic to/from the CDE could 
include VM-to-VM interactions that never traverse the 
physical network. 

- Access paths between virtual systems and networks 
could exist across multiple levels of the virtual 
infrastructure - for example, between hosts, 
appliances or hypervisors. 

Deep Security provides granular host-based (physical and virtual) firewall, DPI, file integrity 
monitoring, log inspection and antimalware services allowing administrators to securely create and 
manage virtual zones and enclaves and to restrict unauthorized communications within and 
between these environments. 

Deep Security addresses this requirement by the use of the Deep Security Virtual Appliance 
providing introspection at the hypervisor level to the data and management planes. The addition of 
the Deep Security Agent at the individual Virtual Machine level provides identification and data 
flow control to specific VM's. The SecureCloud provides the examination and control of data flow 
within the storage fabric.  

VG 1.C2  Specialized solutions may be required to monitor and 
restrict network traffic flowing between virtual systems and 
networks, including wireless virtual networks. 

-  Virtual network configuration changes could have 
significant impact -for example, a virtual component 
located on an in-scope network or high security zone 
could inadvertently be reconfigured or moved to an 
out-of-scope network or low-security zone. 

The use of Deep Security agents ensures that security policies and protections stay with the virtual 
machine even if it is accidentally or inadvertently reconfigured or moved to an out-of-scope 
network or low-security zone. 

The combination of Deep Security Virtual Appliance and the Deep Security Agent can provide 
controls to ensure that inadvertent co-mingling of virtual machines at different security levels within 
security zones cannot happen.  

VG 1.C3  The assignment of roles and responsibilities may be more 
complex in virtual environments. For example, a 
hypervisor administrator account could inadvertently 
include privileges for administering virtual networks. 

Deep Security allows an organization to enforce FW and DPI rules at the host level minimizing the 
exposure caused by intentional or inadvertent changes to the hypervisor or network configurations. 

The Deep Security solution recognizes that roles and responsibilities in a virtualized environment 
is complex and therefore keeps the Deep Security roles to a minimum and makes use of Security 
Plans and Security Profiles to ensure the roles and responsibilities are promulgated in a consistent 
manner throughout the virtualized environment. 
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PCI DSS Control Deep Security & SecureCloud  - Compliancy 

VG 1.C4  Boundaries between trusted and untrusted networks may 
be dynamic and difficult to define in a virtual shared 
hosting or cloud-based infrastructure. 

Deep Security can be configured to automatically apply default FW and DPI rules upon start up or 
creation of a virtual machine thereby reducing the system’s risk exposure. Defaults can be based 
on system type or location on the network. 

The use of Deep Security agents ensures that security policies and protections stay with the virtual 
machine even if it is accidentally or inadvertently reconfigured or moved to an out-of-scope 
network or low-security zone. 

The boundaries between trusted and untrusted zones can be difficult to define especially in a 
virtualized environment where physical and virtualized control mechanisms are used to define the 
boundaries. By taking the boundary definition to the specific virtual machines Deep Security 
ensures that if errors in configuration are made in boundary controls, the security breach can be 
contained and virtual machine isolation from the breach can be assured by the Common Criteria 
EAL 4 validated controls of Deep Security. 

VG 1.R1  Do not locate untrusted systems or networks on the same 
host or hypervisor as systems in the CDE. 

Deep Security can provide the identification of untrusted systems and assist a systems 
administrator from placing untrusted virtual machines in the trusted CDE environment. This is 
carried out by using a combination of the Deep Security Virtual Appliance at the host hypervisor 
level and the Deep Security Agent install on virtual machines in the CDE trusted environment. An 
untrusted virtual machine without the "agent" installed will be identified which will assist in 
preventing the migrating or being motioned into the CDE trusted environment.  

VG 1.R2  Implement physical network segmentation to isolate any 
systems hosting public-facing or untrusted systems and 
networks from systems that host virtual components within 
or connected to the CDE. 

The implementation of physical firewalls to isolate untrusted systems from the trusted CDE is an 
effective and efficient solution in the physical server world, but may have a high management and 
cost overhead associate with it in the virtualization environment. The additional switches required 
to implement physical separation between untrusted and trusted zones plus the control of the 
firewall defined vlans can in fact add complexity to an already complex system. Deep Security as a 
fully validated EAL4 Firewall and IDS/IPS device can reduce the management complexity of 
routing the data plane into the virtualized host and out to the physical firewall isolation devices. 
The level of security validation obtained by the Deep Security product may permit a fully virtualized 
firewall solution, providing network isolation or segmentation, in place of the requirement for 
isolation by a physical firewall. 
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PCI.DSSv2VG-02 

Virtualization / Do not use vendor-supplied defaults for system passwords and other security parameters  

2.1  Always change vendor-supplied defaults before installing a system on the network. 
2.2  Develop configuration standards for all system components. Assure that these standards address all known security vulnerabilities and are consistent with industry-

accepted system hardening standards. 
2.3  Encrypt all non-console administrative access using strong cryptography. 
2.4  Shared hosting providers must protect each entity's hosted environment and cardholder data. These providers must meet specific requirements as detailed in Appendix 

A: Additional PCI DSS Requirements for Shared Hosting Providers. 
 

PCI DSS Control Deep Security & SecureCloud  - Compliancy 

VG 2.C1  Industry-accepted system-hardening standards may not 
exist for all implemented virtual technologies. 

The SecureCloud, Runtime Agent on the virtualized or physical machine makes use of the 
Trend Micro Security Module a FIPS 140-2 Level 2 certified crypto engine, providing Full Disk 
Encryption (FDE) to physical, virtual or cloud environments for SCSI, iSCSI, IDE and NFS 
storage devices. 

In addition the SecureCloud solution is based on the Mobile Armor DataArmor and Policy Server 
3.1 sub systems, which have been validated by the Common Criteria Board to the EAL 4 level. 

Deep Security has been validated in a virtualized environment to the EAL 4 Assurance Level by 
the Common Criteria Board; based on the U.S. Government Protection Profile Intrusion 
Detection System for Basic Robustness, Version 1.7, July 25, 2007. 

VG 2.C2  A virtual component requiring higher security could 
unintentionally be exposed to additional risk if hosted on the 
same system or hypervisor as a virtual component of lower 
security. 

The use of an EAL4 certified virtual appliance providing host-based FW and DPI protections 
may permit the comingling of systems with different security requirements on the same 
hypervisor. 

 

VG 2.C3  Methods for securing insecure services, protocols, or 
daemons may be needed across multiple virtual layers. 

The Deep Security integrated with the SecureCloud solution provides security solutions across 
the multiple virtual layers; at the virtual machine level through individual vm firewalls; at the 
hypervisor level through the Deep Security Virtual Appliance IDS/IPS, firewalls, Anti-Virus 
malware protection, Integrity Monitoring and Log Inspection; and at the storage fabric level 
through full disk encryption. 

VG 2.C6  Non-console administrative access could exist across 
multiple levels of the virtual architecture -  for example: 
access to hypervisors, management interfaces, and host 
consoles, as well as to individual VMs, appliances, and 
other hosted components.  

In a situation where non console administration access is obtained by a user the Deep Security 
Integrity Monitoring capability can be implemented to monitor critical system objects such as 
files, folders, registry entries, processes, services, and listening ports across the virtualized 
environment, including introspection on the hypervisors. 
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PCI DSS Control Deep Security & SecureCloud  - Compliancy 

VG 2.C7  Adequate separation between tenants may not be 
achievable in a virtual shared-hosting environment or a 
public cloud environment. 

The Deep Security integrated with the SecureCloud solution provides security solutions across 
the multiple virtual layers; at the virtual machine level through individual vm firewalls; at the 
hypervisor level through the Deep Security Virtual Appliance IDS/IPS, firewalls, Anti-Virus 
malware protection, Integrity Monitoring and Log Inspection; and at the storage fabric level 
through full disk encryption. 

Deep Security has been validated in a virtualized environment to the EAL 4 Assurance Level by 
the Common Criteria Board; based on the U.S. Government Protection Profile Intrusion 
Detection System for Basic Robustness, Version 1.7, July 25, 2007 

SecureCloud ensures tenant data separation in a multi tenant shared hosting or public cloud 
environment by enabling the protection and isolation of tenant data stored on physical or virtual 
drives using real-time encryption. Each tenant makes use of their own cryptographic keys stored 
on the SecureCloud Key Server. 

SecureCloud protects, by encryption, the disk drives or volumes available in the supported cloud 
computing environments. It protects the virtual or physical disks attached to the virtual or 
physical systems as well as the remote drives attached via iSCSI of NFS. 

VG 2.R1  Do not locate high-security virtual components and low-
security virtual components on the same host or hypervisor.

Administration errors or misconfigurations, in the virtualization environment, can lead to the 
inadvertent co-mingling of high and low security virtual machines. The implementation and 
integration of Deep Security and SecureCloud solutions in the virtualized environment can 
support compliance with this requirement by alerting systems administrators to the co-mingling 
of high and low security virtual machines. 
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PCI.DSSv2VG-03 

Virtualization / Protect stored cardholder data  

3.1  Keep cardholder data storage to a minimum - implement data retention and disposal policies, procedures and processes. 
3.2  Do not store sensitive authentication data after authorization (even if encrypted). 
3.3  Mask PAN when displayed 
3.4  Render PAN unreadable anywhere it is stored (including on portable digital media, backup media, and in logs) by using any of the following approaches:  

  - One-way hashes based on strong cryptography (hash must be of the entire PAN)  
  - Truncation (hashing cannot be used to replace the truncated segment of PAN)  
  - Index tokens and pads (pads must be securely stored)  
  - Strong cryptography with associated key-management processes and procedures 

3.5  Protect keys used to secure cardholder data against disclosure and misuse. 
3.6  Fully document and implement all key-management processes and procedures for cryptographic keys. 

PCI DSS Control Deep Security & SecureCloud  - Compliancy 

VG 3.C1  As well as being present in known locations, cardholder data 
could exist in archived, off-line or dormant VM images, or be 
unknowingly moved between virtual systems via dynamic 
mechanisms such as live migration or storage migration tools. 

SecureCloud protects cardholder data  on archived, off-line or dormant VM images by 
encryption of the disk drives or volumes available in the supported cloud or virtualized 
environments. It encrypts and protects the disks attached to the virtual or physical systems as 
well as the remote drives attached via iSCSI or Fibre on a SAN or NFS. 

A set of the encryption protected disk drives can be combined into a single RAID0 (stripping) 
drive having individual encryption keys for each source drive. 

SecureCloud can protect multiple encrypted drives used by a single system, except for the 
system drive/root file system drive. 

The encrypted drives are not immediately available at system startup time but can be accessed 
only after the key is approved and delivered. Special handling through scripts is required to 
detect the stage when the encrypted drive is available and start applications that use it. 

VG 3.C3  Disk-level encryption could be implemented across multiple 
virtual layers - for example, on the underlying host, within the 
VM image, or on a separate network drive that is accessible 
by the underlying host, hypervisor or VM image. 

The SecureCloud implements full disk encryption across multiple virtual layers by the use of 
the Trend Micro Security module, a fully validated FIPS 140-2 Level 2 cryptographic 
mechanism, on the virtual machine runtime agent. Providing full disk encryption from the disk 
associated with the virtual machine to the disks on the storage area network.   

VG 3.C4  The use of disk encryption may be subject to specific 
virtualization-related implementation issues which could 
render the encryption ineffective. For example, moving or 
migrating encrypted VM images containing cardholder data to 
another host, VM image, or removable media could disrupt 
the effectiveness of the encryption mechanism. 

SecureCloud is designed to work in a virtual environment and supports VM mobility while still 
enforcing encryption policies. Data is encrypted at the logical mount point and remains 
encrypted in transit and at rest on the networked systems as well as on removable drives. 

The SecureCloud solution has been specifically developed for implementation of encryption 
within the virtualized environments, addressing the virtualization ability to vMotion an image. 
This ensures that the cardholder data remains encrypted regardless of the moving or migration 
of the virtual machine image.  The integration of the Deep Security solution with SecureCloud 
also provides Integrity Monitoring protection thereby ensuring that only the correct virtual 
machine receives the correct cryptographic keys.  
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PCI DSS Control Deep Security & SecureCloud  - Compliancy 

VG 3.C5  Separating logical access to encrypted file systems from 
accounts across all virtual layers (including the host system, 
individual VMs, hypervisor accounts, etc.) adds additional 
levels of complexity. 

SecureCloud provides encryption at the logical drive layer allowing access only to authorized 
systems that then provide more granular access to authorized systems and users. 

The complexity of cryptographic key management makes many solutions very brittle. The 
SecureCloud solution to the complexity of cryptographic key management is to keep it simple 
by employing key release only on machine authentication and integrity verification, this 
removes the participation of a user and user account management from the complexity of the 
cryptographic key management. 

VG 3.C6  Privileged accounts or processes running on the host or 
hypervisor could inadvertently be granted access to 
cryptographic keys from within a hosted component. 

System and network admins have no access to cryptographic materials managed by SC. Only 
an authorized SC admin may access SC credentials providing a clear and trusted separation of 
roles. 

Preventing unauthorized access either inadvertently or advertently to the cryptographic keys is 
at the heart of cryptographic protection services. The SecureCloud solution ensures that level 
of protection provided to access the cryptographic keys is validated by FIPS 140-2 and 
Common Criteria EAL4 testing. In addition the number of accounts with authorized key access 
is kept to a minimum and critical seed keys are protected by two factor authentication. 

VG 3.C7  If cryptographic keys are stored or hosted on the same 
hypervisor or host as data encrypted with those keys, anyone 
with access to the hypervisor or host could potentially decrypt 
the data, rendering the data unprotected. 

The combination of Deep Security and SecureCloud ensures that cryptographic keys are only 
available to authorized individuals or systems. 

The SecureCloud solution does not store cryptographic keys in the host hypervisor .The 
SecureCloud encryption keys for the encrypted drives are stored in the external Key 
Management Server or in the third-party Key Server. During the startup of the virtual or 
physical machine, the key is transferred in encrypted form from the Key Management Server. 

The Key Management Server maintains the web-based SecureCloud Console used by the 
administrator to manage the environment. 

VG 3.C8  Specialized tools and processes may be needed to locate and 
manage cryptographic keys stored on archived, off-line, or 
relocated images. 

SecureCloud provides key archival tools to ensure keys for archived data can be readily 
retrieved. 

The SecureCloud solution was developed for the virtualized environment and as such tools and 
processes required to locate and manage cryptographic keys are contained within the solution. 
Including virtual machine images, which have been relocated, are off line or archived. 

VG 3.R1  Do not virtualize critical resources used in the generation of 
cryptographic keys (for example, physical FIPS modules). 

SecureCloud can be deployed in a separate physical environment if required. 

The FIPS 140-02 standard has specific requirements for key generation to which the 
SecureCloud has been tested and validated to. In addition, the SecureCloud can be integrated 
with a Hardware Security Module to provide additional physical protection to the key generation 
process. 
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PCI DSS Control Deep Security & SecureCloud  - Compliancy 

VG 3.R2  If key-management functions are virtualized, do not house 
virtual components that perform key-management functions or 
store cryptographic keys on the same hypervisor or host as 
virtual components that store or access data protected by 
those keys. 

SecureCloud provides flexibility to provide separation of key management and key user 
functionality on separate systems. 

The SecureCloud Key Server can be virtualized and the Trend Micro Best Practices document 
outlines the additional protection required should this be put into practice. It would be highly 
recommended not to virtualized the Key Server in a practice similar to not virtualizing the 
vCenter Server. 

  



  
 

Document TMIC-003-PD Version 1.1, 23 August 2012  
 

34 

PCI.DSSv2VG-04 

Virtualization / Encrypt transmission of cardholder data across open, public networks  

4.1  Use strong cryptography and security protocols to safeguard sensitive cardholder data over open, public networks. 
4.2  Never send unprotected PANs by end-user messaging technologies. 

PCI DSS Control Deep Security & SecureCloud  - Compliancy 

VG 4.C1  Specialized tools may be required to secure sensitive data 
travelling over virtual networks from unintentional exposure. 

SecureCloud ensures that data being moved across the network e.g. copied, archived or 
vmotioned is securely encrypted using FIPS 140-2 validated libraries and algorithms. 

The SecureCloud solution makes use of industry standard https network encryption capabilities 
to secure sensitive data travelling over virtual networks from exposure.  

The SecureCloud Runtime Agent also establishes an SSL session with the SecureCloud key 
manager and establishes a private session with a separate session key over this SSL. This is 
performed in case the SSL connection is compromised. In doing so, even if the SSL session is 
compromised the communication between the agent and key server is still encrypted. 

To ensure that the Runtime Agent is not being spoofed the communication between the 
Runtime Agent and Key Manager is authenticated using a cryptographic Message 
Authentication Code. 
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PCI.DSSv2VG-05 

Virtualization / Use and regularly update anti-virus software or programs  

5.1 Deploy anti-virus software on all systems commonly affected by malicious software. 
5.2 Ensure that all anti-virus mechanisms are current, actively running, and generating audit logs. 

PCI DSS Control Deep Security & SecureCloud  - Compliancy 

VG 5.C1  Multiple anti-virus products may be needed to protect guest 
operating systems as well as the underlying host operating 
system (for example, Windows and Linux running on the 
same host). 

Deep Security uses Trend Micro’s own antimalware technology powered by our Smart 
Protection Network to protect physical, virtual and cloud-based systems and OS’s. Additionally 
the use of agentless virtual appliance to run antimalware services prevents OS specific and 
Rootkit attacks. Currently most commercial hypervisors do not provide the APIs to allow third 
party scanning of the hypervisor. 

The Deep Security solution through the implementation of the Deep Security Virtual Appliance 
can reduce the complexity of managing multi anti virus products in a virtual host environment. 
The Deep Security Virtual Appliance can control the scanning operation and updating of 
antivirus products through the hypervisor in the VMware ESX/ESXi environment by integration 
of the VMware EPsec drivers. 

VG 5.C2  Traditional anti-virus mechanisms may interfere with certain 
virtualization functions. 

Deep Security supports both agent-based and agentless implementations of the antimalware 
component and has been designed specifically to work in and with virtual environments. 

Traditional approaches to anti virus scanning and updating of signature files can cause a 
reduction of resources (CPU cycles) in a virtualized environment if multi virtual machines on a 
host carry out anti virus scanning operations concurrently. The Deep Security Virtual Appliance 
can alleviate this resource management issue by running the anti virus scanning at the 
hypervisor level. In essence using one anti virus process for all virtual machines instead of 
multiple concurrent anti virus processes on all virtual machines. 

VG 5.C3  Traditional anti-virus mechanisms may not provide adequate 
protection for all virtualization layers. 

Deep Security is not a traditional anti-virus product, rather it is a next generation antimalware 
solution designed to work in virtual and cloud environments. 

Anti virus products in the physical environment protect the server or workstation and it's 
operating system from malware. In the virtualized environment the virtual machines require the 
same level of protection. This can be achieved through the implementation of the Deep 
Security Virtual Appliance, providing Virtual machine anti virus protection efficiently through the 
hypervisor, this addresses anti virus protection at all virtualization layers. 
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PCI.DSSv2VG-06 

Virtualization / Develop and maintain secure systems and applications  

6.1  Ensure that all system components and software are protected from known vulnerabilities by having the latest vendor-supplied security patches installed. 
6.2  Establish a process to identify and assign a risk ranking to newly discovered security vulnerabilities. 
6.3  Develop software applications in accordance with PCI DSS, and based on industry best practices. 
6.4  Follow change control processes and procedures for all changes to system components. 
6.5  Develop applications based on secure coding guidelines. Prevent common coding vulnerabilities in development processes. 
6.6  For public-facing web applications, address new threats and vulnerabilities on an ongoing basis. 

PCI DSS Control Deep Security & SecureCloud  - Compliancy 

VG 6.C1  Specialized tools may be required to deploy and verify patches 
for virtualized components. 

Deep Security’s recommendation scan identifies known and newly identified vulnerabilities 
and recommends the appropriate FW and DPI rules and filters to apply to mitigate the 
vulnerabilities. Virtual patching is not meant to replace patching with vendor recommended 
patches but rather to provide needed security protection while vendor patches are being 
tested and deployed or where vendor patches are not available e.g. older unsupported 
systems. 

The Deep Security solution through the Deep Security Manager controls the updates and 
patches issued to Deep Security, including updates to anti virus signature files, updates to 
the IDS/IPS issued from the Trend Micro Smart Protection Network to mitigate new and 
emerging attacks. The Deep Security Manager is integrated with the vCenter Server  and 
through the Integrity Monitoring capability of Deep Security can determine if critical objects 
within the virtualized environment have been modified. This capability provides a level of 
enhancement to the virtualization patch deployment and verification process.   

VG 6.C2  Patching a single host may require coordination of multiple patch 
schedules to address vulnerabilities across all layers, including 
the host system, all hosted operating systems and applications, 
and all virtualization-specific technologies (such as the 
hypervisor and management console). 

The Deep Security recommendation and virtual patching functionality can be applied across 
multiple systems and hosts and can be automated if required. 

Patching in the virtualization environment to address all layers is complex. The Deep 
Security solution with the additional functional of Integrity Monitoring and Log Inspection can 
provide verification that the patches have been correctly applied through: 

- Integrity Monitoring - Security Profiles allow Integrity Monitoring rules to be configured 
for groups of systems, or individual systems. For example, all Windows 2003 servers 
use the same operating system rules, which are configured in a single Security Profile, 
which is used by several servers. However, each server has unique requirements, 
which are addressed at the individual Host configuration level.  

- Flexible, practical monitoring optimizes monitoring activities. The intuitive rule creation 
and modification interface includes the ability to include or exclude files using wildcards 
filenames, control over inspection of sub-directories, and other features. 
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PCI DSS Control Deep Security & SecureCloud  - Compliancy 

VG 6.C3  Additional patch-management schedules may be needed for 
dormant or off-line virtual-machine images to ensure they are 
also protected from known vulnerabilities. 

Deep Security protects both dormant and active virtual machines from malware. 

A significant vulnerability in the virtualization environment is the reactivation of virtual 
machines from a dormant state. Dormant virtual machines need to be patched as soon as 
possible after the start up process is commenced, probably the biggest vulnerability is not 
having the anti virus signature files up to date. To this end the Deep Security Virtual 
Appliance, which has the most current anti virus signature files and patches in operation at 
the hypervisor layer will provide anti virus protection as soon as the dormant virtual machine 
is started up. In addition the Deep Security Deep Packet Inspection, which again has the 
most up to vulnerability rules active at the hypervisor level can provide full protection to the 
dormant machine on the host at start up.  

VG 6.C5  Development/test systems and data could be inadvertently 
moved to production environments, or vice versa, via virtual 
replication, imaging, or snapshot mechanisms. 

Deep Security’s security policies are host-based ensuring that production systems are 
protected if an untrusted VM is accidentally or intentionally collocated on the same host. 
Additionally any security policies applied to the development/test systems will follow them 
when they move. 

The inadvertent moving of Development and/or Test environment virtual machines into the 
production environment can be prevented through a combination of SecureCloud and Deep 
Security. If the conditions are set in the Production environment that all virtual machines 
must be integrity checked by SecureCloud before the cryptographic keys are released to 
decrypt the virtual machine disk prior to start up of the virtual machine in the Production 
environment. The integrity check would only be satisfied if the Deep Security Integrity 
Monitor only active on the Production virtual machines, provided the correct response to the 
SecureCloud solution. 

VG 6.R1  Do not locate development/test systems or networks on the 
same host or hypervisor as production systems or networks. 

Deep Security’s security policies are host-based ensuring that production systems are 
protected if an untrusted VM is accidentally or intentionally collocated on the same host. 
Additionally any security policies applied to the development/test systems will follow them 
when they move. 

Through a combination of SecureCloud and Deep Security the locating of Development 
and/or Test environment virtual machines in the production environment can provide an alert 
to the systems administrator, who in turn can prevented such conditions from being 
established. If the conditions are set in the Production environment that all virtual machines 
must be integrity checked by SecureCloud before the cryptographic keys are released to 
decrypt the virtual machine disk prior to start up of the virtual machine in the Production 
environment. The integrity check would only be satisfied if the Deep Security Integrity 
Monitor, only active on the Production virtual machines, provided the correct response to the 
SecureCloud solution. 
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PCI.DSSv2VG-07 

Virtualization / Restrict access to cardholder data by business need to know  

7.1 Limit access to system components and cardholder data to individuals whose job requires such access. 

7.2 Establish an access control system that restricts access based on a user's need to know, and is set to "deny all" unless specifically allowed. 

PCI DSS Control Deep Security & SecureCloud  - Compliancy 

VG 7.C1  Access controls based on need to know and least privilege may 
need to be implemented across multiple layers to be effective 
(for example, at the hypervisor, host, management interface and 
console layer, as well as for individual virtual components, 
appliances and data stores). 

Deep Security provides separate Role Based Access Control (RBAC) from hypervisor and 
system admin roles and privileges. SecureCloud restricts access to data to authorized and 
authenticated systems/VMs.  

The implementation of user access controls across all layers in the virtualized environment is 
complex and inadvertent errors can be made. The Deep Security solution using Log 
Inspection rules can optimize the identification of important security events buried in multiple 
log entries. These events can be sent to a security information and event management 
(SIEM) system, or centralized logging server for correlation, reporting, and archiving. All 
events are also securely collected centrally at Deep Security Manager. Deep Security Log 
Inspection enables: 

- Suspicious behavior detection. 
- Collecting events across heterogeneous environments containing different operating 
systems 

- Insight and knowledge of important events, such as error and informational events (disk 
full, service start/shutdown, etc), including administrator activity (administrator 
login/logout, account lockout, policy change, etc). 
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PCI DSS Control Deep Security & SecureCloud  - Compliancy 

VG 7.C2  Not all virtualization technologies are able to separate 
administrative access to the host or hypervisor from 
administrative access into individual hosted virtual components. 
This could result in the unauthorized or unnecessary 
assignment of privileged access within the hosted components. 

Deep Security provides separate RBAC from hypervisor and system admin roles and 
privileges. SC restricts access to data to authorized and authenticated systems/VMs. 

The Deep Security solution can assist with the detection of unauthorized and unnecessary 
assignments of privileged access through the Integrity Monitoring and Log Inspection 
capability.   
Integrity Monitoring includes: 

- Security Profiles allow Integrity Monitoring rules to be configured for groups of systems, 
or individual systems. For example, all Windows 2003 servers use the same operating 
system rules, which are configured in a single Security Profile, which is used by several 
servers. However, each server has unique requirements, which are addressed at the 
individual Host configuration level.  

- Flexible, practical monitoring optimizes monitoring activities. The intuitive rule creation 
and modification interface includes the ability to include or exclude files using wildcards 
filenames, control over inspection of sub-directories, and other features. 

Log Inspection enables: 
- Suspicious behavior detection. 
- Collecting events across heterogeneous environments containing different operating 

systems 
- Insight and knowledge of important events, such as error and informational events 

(disk full, service start/shutdown, etc), including administrator activity (administrator 
login/logout, account lockout, policy change, etc). 

 

VG 7.C3  The use of specialized tools or solutions may therefore be 
required to ensure effective and granular assignment of 
privileges across all virtualized layers. 

The Deep Security solution is a specialized tool that can be used in the virtualized 
environments to address effective and granular assignment of privileges. The logging 
capability of Deep Security and SecureCloud provides evidence of events or situation where 
controls may have been compromised. There are different types of logs stored in the Deep 
Security Manager database: 

- AntiMalware logs; 
- Firewall logs; 
- DPI logs; 
- Integrity Monitoring logs; 
- Log Inspection logs; and 
- System Events. 
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PCI.DSSv2VG-09 

Virtualization / Restrict physical access to cardholder data  

9.1 Use facility entry controls to limit and monitor physical access to systems in the CDE. 
9.2 Develop procedures to easily distinguish between onsite personnel and visitors. 
9.3 Make sure all visitors are authorized. 
9.4 Maintain a visitor log. 
9.5 Store media back-ups in a secure location. 
9.6 Physically secure all media. 
9.7 Maintain strict control over the internal or external distribution of media. 
9.8 Ensure management approves any and all media that is moved from a secured area. 
9.9 Maintain strict control over the storage and accessibility of media. 
9.10 Destroy media when it is no longer needed for business or legal reasons. 

PCI DSS Control Deep Security & SecureCloud  - Compliancy 

VG 9.C3  As well as being stored in known locations, cardholder data 
could also exist on media containing backups of virtual 
components, or in media containing snapshots, archived, off-
line, or dormant VM images. 

SecureCloud is an excellent enabler to this policy as it encrypts data in accordance with FIPS 
140-2 standards therefore data on media is useless without access to the SecureCloud key 
manager and an authorized account. 

Cardholder data which is stored in dormant, off line, backups, and snapshots of virtual machine 
images could be exposed to unauthorized persons. The implementation of the SecureCloud  in 
the virtualized environment can protect the cardholder data through FIPS 140-2 strong 
encryption of the virtual machine disks containing the cardholder data, regardless of the location 
of the disks or associated data. 

  



  
 

Document TMIC-003-PD Version 1.1, 23 August 2012  
 

41 

PCI.DSSv2VG-10 

Virtualization / Track and monitor all access to network resources and cardholder data  

10.1 Establish a process for linking all access to system components.  
10.2 Implement automated audit trails for all system components. 

10.3 Record audit trail entries for all system components for each event. 
10.4 Synchronize all critical system clocks and times. 
10.5 Secure audit trails so they cannot be altered. 
10.6 Review logs for all system components at least daily. 
10.7 Retain audit trail history for at least one year, with a minimum of three months immediately available. 

PCI DSS Control Deep Security & SecureCloud  - Compliancy 

VG 10.C1  Logging of activities unique to virtualized environments 
may be needed to reconstruct the events required by PCI 
DSS Requirement 10.2. For example, logs from 
specialized APIs that are used to view virtual process, 
memory, or offline storage may be needed to identify 
individual access to cardholder data. 

Deep Security can support compliance with this requirement through use of the Log Retention 
and Log Inspection capability. There are different types of logs stored in the Deep Security 
Manager database. 

- AntiMalware logs 
- Firewall logs 
- DPI logs 
- Integrity Monitoring logs 
- Log Inspection logs 
- System Events 

It is recommended to delete logs older than 7 days. Depending on audit purposes, sometimes it 
may be necessary to store logs longer than usual. However if the requirement is to keep the logs, 
it is recommended use third party SIEM products. 

Log Inspection rules optimize the identification of important security events buried in multiple log 
entries. These events can be sent to a security information and event management (SIEM) 
system, or centralized logging server for correlation, reporting, and archiving. All events are also 
securely collected centrally at Deep Security Manager. Log Inspection enables: 

- Suspicious behavior detection. 
- Collecting events across heterogeneous environments containing different operating 

systems 
- Insight and knowledge of important events, such as error and informational events (disk full, 

service start/shutdown, etc), including administrator activity (administrator login/logout, 
account lockout, policy change, etc). 

VG 10.C2  The specific system functions and objects to be logged 
may differ according to the specific virtualization 
technology in use. 

Custom rules and filters can be created to monitor and log specific functions, objects and events 
using Deep Security custom rules and filters. 

The Deep Security solution including the Deep Security Virtual Appliance can, at the hypervisor 
level, monitor logs defined by log inspection rules. If an event with the relevant severity level is 
detected, the DSVA copies the event and then uploads it to the DSM. 
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PCI DSS Control Deep Security & SecureCloud  - Compliancy 

VG 10.C3  Audit trails contained within virtual machines are usually 
accessible to anyone with access to the virtual machine 
image. 

Deep Security through FW and DPI functions can restrict access to audit logs on virtual machines 
to only those authorized to access them. 

The Deep Security utilizes a restricted audit review capability in the virtualized environment, 
which prohibits all users read access to the audit records, except those users that have been 
granted explicit read-access. This capability has been verified by National Information Assurance 
Partnership (NIAP) independent lab testing to the Common Criteria EAL 4 level. 

VG 10.C4  Specialized tools may be required to correlate and review 
audit log data from within virtualized components and 
networks. 

Deep Security Log Inspection collects and correlates system logs and events for easy analysis or 
for input to a customer’s SIEM. 

Deep Security in addition to generating and managing it's own audit records can through the 
Deep Security Manager integrate the audit records within the vCenter Server to permit a 
complete view of all audit records within the multi layer virtualized environment. 

VG 10.C5  It may be difficult to capture, correlate, or review logs from 
a virtual shared hosting or cloud-based environment. 

Deep Security Log Inspection has been designed for virtual environments. 

Both Deep Security and SecureCloud can be integrated with a SEIM to facilitate the efficient 
review of log data captured at various levels of detail and from many sources within the 
virtualized environment. 

VG 10.R1  Do not locate audit logs on the same host or hypervisor as 
the components generating the audit logs. 

Logs generated by Deep Security can be stored on a separate system. 

All Deep Security and SecureCloud audit records are contained within databases either in the 
Deep Security Manager or the SecureCloud Management Server - both of which are independent 
of the virtualization environment containing the host servers with their respective virtual machines 
and disk drives. 
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PCI.DSSv2VG-11 

Virtualization / Regularly test security systems and processes  

11.1 Test for the presence of wireless access points and detect unauthorized wireless access points at least quarterly. 
11.2 Run internal and external network vulnerability scans at least quarterly and after any significant change in the network. 
11.3 Perform external and internal penetration testing at least once a year and after any significant infrastructure or application upgrade or modification. 
11.4 Use intrusion-detection systems and/ or intrusion-prevention systems to monitor all traffic at the perimeter of the CDE as well as at critical points inside of the CDE. 
11.5 Deploy file-integrity monitoring tools to alert personnel to unauthorized modification of critical system files, configuration files, or content files. 

PCI DSS Control Deep Security & SecureCloud  - Compliancy 

VG 11.C2  Additional vulnerability scans may need to be scheduled 
for dormant/off-line virtual machine images to ensure they 
are also protected from known vulnerabilities 

Deep Security recommendation scan and virtual patching protects both dormant and active 
systems. 

VG 11.C3  Virtualization-specific vulnerabilities may not be detected 
by traditional vulnerability scanning tools. 

Deep Security uses Trend Micro’s own antimalware technology powered by our Smart 
Protection Network which provides real-time collection, analysis and protection of threats and 
vulnerabilities in real-time. Additionally Trend Micro works with third party vendors to provide FW 
and DPI rules and filters when new vulnerabilities and patches are announces. 

The SecureCloud and Deep Security integrated solution can assist in detecting vulnerabilities 
that are specific to the virtualized environment, by checking:  

- A secure virtual machine signature; 
- The host vSwitch configuration; 
- The virtual machine OS level and patch status; 
- The virtual machine application packages integrity hash checks; 
- Applications not permitted on the virtual machine; 
- An exe or binary has been installed on the host or virtual machine; 
- Virtual machine network protocols allowed/denied;  
- Configuration files (windows registry) integrity; and  
- Anti-virus/malware installed version and patch levels. 

VG 11.C4  Specialized tools may be required to scan and test virtual 
components and network devices from within virtual 
systems and networks. 

Deep Security has been designed to work in a virtual environment. The antimalware component 
can be deployed as part of the virtual security appliance or as part of an agent depending upon 
the customer requirements. 

Deep Security is one of the tools that can be used to scan virtual components and devices 
within the virtual system by using the deep packet inspection, integrity monitoring and log 
inspection capabilities at the host and virtual machine layers. 
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PCI DSS Control Deep Security & SecureCloud  - Compliancy 

VG 11.C5  The impact of changes made within a virtualized 
infrastructure may be complex and scanning schedules 
may need to be expanded accordingly. 

Deep Security’s host-based protection mitigates against the risk of accidental or intentional 
changes to the virtualized infrastructure.  

SecureCloud ensures that unauthorized systems will not be able to access encrypted data even 
if they have network access. Deep Security deep packet inspection scans constantly within the 
active virtualized environment. Working with the Firewall, Anti Virus, Integrity Monitoring and Log 
Inspection capabilities provides round the clock coverage of any changes made to the 
virtualized environment and the detection of developing security threats, and the timely updates 
to mitigate the threats specifically in the virtualized environment at the host and virtual machine 
layers. 

VG 11.C6  Specialized training on the particular virtualization 
technologies in use may be needed for resources 
performing penetration tests of virtualized environments. 

Trend Micro provides specialized training and also provides online and in-class training on all 
products and services, specifically to assist resources performing penetration testing in the 
virtualized environment. 

VG 11.C7  Specialized IDS/IPS solutions may be needed to monitor 
traffic flowing over virtual networks and/or between virtual 
systems. 

Deep Security IDS/IPS is designed to work in a virtual environment either as a virtual security 
appliance or as an agent, both of which are EAL4 certified. 

The Deep Security solution through the deep packet inspection capability provides an IDS/IPS 
solution, which can monitor all virtual machine traffic host to host and within the host as virtual 
machine to virtual machine traffic. 

VG 11.C8  Specialized tools may be needed to monitor critical files in 
virtualized environments. 

Deep Security File Integrity Monitor is designed to work in a virtual environment. 

The Deep Security solution provides the capability through the Integrity Monitoring module to 
monitor and advise if any critical object in the virtualized environment has been modified. 

VG 11.C9  Controls for monitoring traffic and critical files in the CDE 
may need to encompass dormant and off-line virtual 
machine images. 

Deep Security is designed to protect active, dormant and off-line virtual machine images. 

The SecureCloud and Deep Security solution can be incorporated into the re-activation 
procedures of dormant and off line virtual machine images to prevent the inadvertent 
introduction of a security vulnerability into the Cardholder Data Environment on the activation of 
the dormant and off line virtual machine images. This can be achieved through the Deep 
Security Virtual Appliance at the host hypervisor layer, which will safeguard the re-activated 
virtual machine until all anti virus scanning signature files, vulnerability rules, and firewall 
security profile updates have been carried out. The SecureCloud solution will ensure that the 
cardholder data is not decrypted until all the scans and updates have taken place. 
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PCI.DSSv2VG-A1 

Virtualization / Shared hosting providers must protect the CDE  

A.1 Protect each entity's hosted environment and data. 

PCI DSS Control Deep Security & SecureCloud  - Compliancy 

VG A1.C1  Adequate resource separation between tenants may not 
be achievable in a virtual shared hosting environment or a 
public cloud environment. 

Deep Security and SecureCloud are EAL4 certified and support FIPS140-2 encryption 
standards ensuring that adequate resource separation can be maintained between tenants. 
Deep Security supports multi-tenant environments with RBACs and separation of security 
policies, rules and filters by individual tenant or sub-tenant. 

The SecureCloud solution was designed to ensure that there is resource separation between 
tenants in the shared hosting environment using strong encryption (AES 256). The assurance of 
tenant separation is carried out by Policy-driven Key Management, which utilizes identity- and 
integrity-based policy enforcement to ensure that only authorized virtual machines receive keys 
or access secure volumes. 

The key release is automated for virtual machine authorization for rapid operations or requires, 
for enhanced security, manual approval. 

Encryption keys are delivered using SSL encrypted over internet/intranet channels with an 
additional layer of encrypted communication providing additional protection should the SSL 
channel be compromised. 

 


